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USING INFORMATION TECHNOLOGY: FOR THE
HEALTH OF IT

FRIDAY, SEPTEMBER 1, 2006

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON FEDERAL WORKFORCE AND AGENCY
ORGANIZATION,
COMMITTEE ON GOVERNMENT REFORM,
St. Louis, MO.

The subcommittee met, pursuant to notice, at 1 p.m., in the Main
Auditorium, Eric P. Newman Education Center, Washington Uni-
versity Medical Center, St. Louis, MO, Hon. Jon C. Porter (chair-
man of the subcommittee) presiding.

Present: Representatives Porter and Clay.

Staff present: Ronald Martinson, staff director; B. Chad Bungard,
deputy staff director, chief counsel; Chad Christofferson, legislative
assistant; and Adam C. Bordes, minority professional staff member.

Mr. PORTER. Good afternoon. I would like to bring the meeting
to order. I appreciate you all being here today. Can you hear me
OK? I guess that’s a yes. Thank you very much.

Today I'd first like to acknowledge our committee and staff that
are with us. As subcommittee chairman, it’s an honor for me to
have some great folks that work for me that helped put today’s
meeting together. We are the Subcommittee on the Federal Work-
force and Agency Organization, where we have jurisdiction over all
Federal employees, and jurisdiction over all Federal agencies. Plus
we have oversight on many, many other issues that are impacting
our communities across the country.

I am a Member of Congress from the State of Las Vegas. I used
to tell folks that I represent Nevada and people would say, Well,
that’s nice. And one time I was at a—actually I was at Bethesda
Naval Hospital and one of the folks that had been serving in Iraq
had been in the hospital and I introduced myself as coming from
Nevada, and he looked up to me and said, Have you ever been to
Las Vegas? And I smiled, and he smiled, and I said, Yeah, I rep-
resent Las Vegas. The young man next to him in the hospital bed
said, Yeah, I want to go to Las Vegas when I get out of the hos-
pital. So I find that if I say I'm from Las Vegas, I seem to get a
twinkle, and many times a story. Just know that what happens in
Las Vegas stays in Las Vegas.

But I am honored to be here today with my committee and
staff—I was asked to be here by Lacy Clay, also a very good friend
of mine, and a good friend I know to St. Louis and the State and
the country. I want you all to know that it is Lacy that has brought
the subcommittee here on a very important topic that I know is
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going to impact every man, woman and child in the country, and
it has to do with technology and information and healthcare and
what we can do to help improve healthcare.

Lacy and I worked on numerous pieces of legislation to try to
help our families with the healthcare and have some ownership of
healthcare. And today we had a chance to have lunch and have a
meeting next door to the hospital at the Barnes-Jewish Center.
And T tell you, again, great folks. We met with Michael Behaven,
Senior Vice President, General Counsel; Lee Fetter, President of
the Children’s Hospital; David Weiss, Dr. Andy Ziskin, LeeAnn
Chilton. I don’t think I have missed anyone, but to our friends at
BJC, thank you very much for your hospitality and sharing with
us some of the state-of-the-art equipment, technology and means of
taking care of your patients. So to those folks at BJC, thank you.

Truly, we have had numerous hearings on this around the coun-
try, and BJC has some of the finest. So it is a credit to you, Lacy,
and your community.

Before I give my formal opening comments, I would like to turn
it over to Lacy Clay for his opening statement.

[The prepared statement of Hon. Jon C. Porter follows:]
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1 would like to welcome everyone here today. 1 would first like to thank Representative
Lacy Clay for suggesting we hold a hearing in his home town of St. Louis. We are privileged to
meet in this exceptional auditorium here on the Washington University campus. [ would like 1o
thank all those at the University who have helped make this possible. I would also like to thank
the Clay staff who have contributed in working with the University and with my staff to make
our stay exceptional and inviting.

The issue before us today is one that has been gathering momentum and is of exceptional
importance to every single American. It is an issue in which every single American can relate to.
Nearly every one of us will need some sort of healthcare in his or her life. As a world leader in
healthcare science, the United States is still deficient in healtheare information management and
exchange. Today we still have people dying because non existent or incorrect information is
being presented to the caring physician who then passes that information, or the lack thereof, on
to the patient in the form of wrong treatment. People are being injured and even killed by
incorrect prescription drugs or drug dosages. Healthcare costs are increasing at an alarming rate
due to malpractice insurance costs and rising patient premiums.

With the implementation of health IT we can significantly reduce the number of medical
errors and patient costs. This has been studied and proven in the many demonstration projects
across this country and even the globe. We are here today to discuss what we can do and what is
being done to help further the progress of America as we move out of a paper based healthcare
system into an electronic one. Idon’t think I can reiterate enough a statement made by former
Speaker of the House Newt Gingrich, “‘Paper kills...Instead of saving lives, our current paper-
based health system is taking them.”
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Over the past year and a half as chairman of this subcommttee | have met with numerous
groups and individuals regarding the use of health IT and the more I learn the more | realize how
important it is for us to get health IT in place. It is very unfortunate that senseless deaths are
occurring every day simply because a pharmacist could not read a doctor’s handwriting, or
because a patient was admitted to the hospital unconscious and doctors treated him for a stroke
when he was having an insulin shock reaction. It is unfortunate that people like my mother need
entire filing cabinets dedicated to all the paperwork doctors give them with regards to their
treatment. It is time for us to move forward.

[ realize change is difficult. With technology continually growing, improving, and
changing at incredible rates, it can be difficult to change ourselves. Culturally speaking,
technology can be semewhat of a shock to our systems, but if you look around, none of us are
still using telegraph machines to transmit messages. We have cell phones, blackberries, email,
and much more. It is absurd for healthcare information exchange to remain frozen in time while
everything else continues to move forward. Think if the rest of healthcare had done the same.
Would we have modern medicines that kill harmful bacteria? Would we have cancer treatments,
would we even have something as simple and common place as the x-ray machine? If all these
were created to improve the quality and delivery of healthcare, why are we now stumbling and
waiting while innocent people are harmed or killed by paperwork?

I for one do not want to stand by as senseless deaths occur each year. That is why I have
introduced legislation along with my colleague here, Mr. Clay, that would provide health IT to
every Federal employee. It is my hope that this will eventually provide a way for health IT to
reach everyone. The President stated that he wanted the Federal Government to become a leader
in the health information technology movement. [ believe that my legislation helps us do that.
This legislation would require insurance carriers that provide health insurance to Federal
employees to create carrier-based electronic health records and eventually personal electronic
health records. Ibelieve that information about your health should be shared with you and
should be shared in a format you can understand,

Mr. Clay has also introduced legislation of which I am an original cosponsor that would
make it easier for doctors to begin using health IT by offering grant and loan programs as well as
creating exceptions to certain STARK and anti-kickback laws. It would also codify the office of
the National Coordinator for Health Information Technology allowing this office to receive
proper Federal funding. Together, we are trying to make a difference in modern health care.

On August 22 the President signed an Exccutive Order that I believe will move the
Federal Government towards better healthcare. It is something that will compliment H.R. 4859
very nicely. The Executive Order will require insurance carriers that do business with the
Federal Government to provide price transparency to their consumers. It will also require these
carriers to adopt certain quality standards which will be monitored and published by the Office
of Personnel Management. The Executive Order will require the carriers to adopt HIT
interoperability standards that will be recognized by the Federal Government and will also
require plans to develop more consumer driven health options.
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Our government witnesses today will hopefully touch upon this new Executive Order and
what they feel its outcome will be. They will also tell us how the Federal Government is
progressing in the realms of HIT along with what we need to do to improve and what we can
expect in the coming months and years as health information technology continues to progress.

It is my hope that the private and education witnesses will tell us how the private sector is
working to make health IT a national reality, and whether or not health IT issues are being taught
at the very hasic level of medical education and training. In order for us to change the paper
mindset, new doctors and nurses are going to have to be trained and educated before they enter
the medical field, otherwise we will be in a continual uphill battle for full HIT implementation.

I welcome our witnesses here today, and [ welcome those in the audience, many of
whom, I understand, are students and faculty. I hope today’s hearing will be both interesting and
educational.
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Mr. CrAY. Thank you, Mr. Chairman. Let me begin by welcoming
you and our committee staff to St. Louis, my hometown. It’s been
a real pleasure working with you on health IT issues, and I look
forward to continuing that.

We are especially lucky today to be hosted by our friends at
Washington University Medical Center, whose leadership is firmly
committed to utilizing and pioneering the latest in medical treat-
ments and technological advances on a daily basis.

I look forward to hearing the testimony of our distinguished pan-
els. The benefits of utilizing health IT in our healthcare system will
result in shorter hospital stays, improved management of chronic
disease, and a reduction in the number of needless tests and ex-
aminations administered by physicians.

Although it is not a silver bullet for our Nation’s healthcare defi-
ciencies, health IT is a tool that will allow us to reduce medical er-
rors, improve the quality of care provided, and strengthen our
health-related research capacities in the future.

According to 2004 data, our national healthcare expenditures
make up approximately $1.9 trillion of our gross domestic product.
That represents 16 percent of our entire economy. Nevertheless,
the institute of medicine estimates that medication errors alone re-
sult in approximately 1.5 million unnecessary injuries annually.
These errors often lead to significant injuries, or in some cases
death. Thus, it seems only appropriate to embrace health IT as a
tool, not only to improve our healthcare outcomes, but to also re-
ceive a better return on our critical healthcare dollars.

Therefore, I believe it is time for the Federal Government to lead
in the development and adaptation of a nationwide health informa-
tion network for electronic records that is more efficient than cur-
rent paper-based record systems, which will pave the way for im-
proved-quality measures to track patient outcomes.

We are not alone as advocates for health IT. In fact, Health and
Human Services Secretary Leavitt recently stated that the imple-
mentation of electronic health records is the most important thing
happening in healthcare today.

According to the Center for Studying Health System Change, the
use of HIT for clinical activities such as electronic health records
has nearly doubled since 2001 to about 20 percent of all providers
nationally. Local examples, whom I am very pleased to represent,
include physicians here at Washington University Medical Center,
and also providers within Missouri’s Medicaid program. These pro-
grams are now able to measure patient outcomes and the effective-
ness of treatment regimens in order to improve future care.

Furthermore, electronically stored information can serve as a
basis for broad-based medical research as patient identities are re-
moved and records are studied to determine the outcome of past
therapies and treatments. As we pursue treatments and cures for
genetically based disorders, such as some cancers and Parkinson’s
disease, having identifiable clinical information readily available to
the research community will be invaluable.

I readily agree with my friends who believe that stronger secu-
rity and privacy protection for a person’s medical information are
desperately needed, and these protections should be integral to the
establishment of a nationwide health IT network.
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However, I do not agree with critics who state that health IT
platforms used for the preservation or transmission of identifiable
patient information are any more vulnerable to security breaches
than and current paper-based record systems.

In fact, many (inaudible) in accordance with HIPAA have already
transitioned from paper-based records to electronic health records
for exchanging patient financial and clinical information. What we
need now is Federal leadership to define the roles and responsibil-
ities of a nationwide health IT infrastructure. Appropriate stand-
ards should include: Requirements for protecting patient informa-
tion, system interoperability standards, vendor software and hard-
ware requirements and auditing processes to ensure institutional
and vendor compliance with all laws and regulations.

In addition, we must explicitly give patients control over their
health information for third-party disclosure or research purposes.
As long as patients can be assured that they have ultimate control
over the sharing of their personal information, then I believe that
most will embrace the benefits and efficiencies of E-Health solu-
tions in the future.

It is in this vein that Chairman Porter and I have authored and
cosponsored innovative legislation to bring the benefits of E-health
to everyone.

Chairman Porter’s bill, H.R. 4859, the Federal Family and
Health Information Technology Act of 2006, and that’s a mouthful,
would establish a program for Federal health benefit carriers to
provide electronic health records among all Federal employees.

I've also introduced H.R. 4832, the Electronic Health and Infor-
mation Technology Act of 2006, along with Chairman Porter, and
in summary, my bill would strengthen the role of HHS, as our Na-
tion’s HIT standard (inaudible) authority provide (inaudible) to
healthcare providers who want to transition to E-Health systems,
and strengthen our patient privacy laws by establishing a uniform
standard for all citizens.

Once again, thank you, Chairman, for your indulgence, and I
welcome our panelists and guests. Thank you very much for being
here.

Mr. PORTER. Also let the record reflect that this is a bipartisan
panel. Contrary to what you read many times, from our friends
around the country in media, and we have some good friends, this
is a very important part of what we do, to work together. As a Re-
publican from the State of Nevada, and I know Mr. Clay is a Dem-
ocrat, we see what happens across the country and we see what
happens in Washington, but this is an example of an issue that has
no partisan boundaries. This is an issue that is about our families
and our communities, and we agree that this should not be a par-
tisan issue, which is why we are here together today, and I am
honored to be here with my friend, Congressman Clay. And to his
staff, I appreciate their hospitality. It has been a pleasure working
with everyone in your office. And, of course, to Washington Univer-
sity, to the campus, what a great place to be. It’s a phenomenal fa-
cility, and your reputation is absolutely one of the best, and I think
very germane and I think the point is well-taken, that we are talk-
ing about a key issue in the halls of Washington University where
the university is on the cutting edge of healthcare and education.
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But also, I gotta tell you, I get nervous when I come to the uni-
versity. I didn’t do real well myself. Maybe there is still hope be-
cause I probably would have been sitting in the room sleeping in
the back, 30 years ago.

But again, it is outstanding, so thank you.

Now, I have to give these formal remarks so bear with me for
a moment. It’s part of being chairman.

The issue before us today is one that has been gathering momen-
tum and is of exceptional importance to every single American. It
is an issue to which every single American can relate. Nearly every
one of us will need some sort of healthcare in his or her life.

As a world leader in healthcare science, the United States is still
deficient in healthcare information management and exchange.
Today we still have people dying because nonexistent or incorrect
information is being presented to the caring physician who then
passes that information, or a lack thereof, onto the patient in the
form of wrong treatment. People are being injured and even killed
by incorrect prescription drugs or drug dosages. Healthcare costs
are increasing at an alarming rate due to the malpractice insur-
ance costs and rising patient premiums. With the implementation
of health IT, we can significantly reduce the number of medical er-
rors in patient costs. This has been studied and proven in many
demonstration projects across this country, and even the globe. We
are here today to discuss what we can do and what is being done
to help further the progress of America as we move out of the
paper-based healthcare system into an electronic one. I don’t think
I can reiterate enough a statement made by former Speaker of the
House, Newt Gingrich, “Paper kills. Instead of saving lives, our
current paper-based health system is taking over.”

Over the past year and a half as chairman of the subcommittee,
I met with numerous groups and individuals regarding the use of
health IT, and the more I learned, the more I realized how impor-
tant it is for us to get health IT in place. It is very unfortunate
that senseless deaths are occurring every day simply because a
pharmacist could not read a doctor’s handwriting, or because a pa-
tient was admitted to the hospital unconscious and the doctors
treated him for a stroke when he was having an insulin shock reac-
tion. It is unfortunate, people, like my mother, who is 85, need to
fill an entire cabinet full of information and paperwork that she
must haul to doctors regarding her own treatment, and I think it
is time that we moved forward.

I realize change is difficult, and with technology continuing to
grow, improving and changing at an incredible rate, it can be dif-
ficult to change ourselves. Culturally speaking, technology can be
somewhat of a shock to our systems. But if you look around, none
of us are still using telegraph machines to transmit messages. We
have cell phones, Blackberrys, e-mail and much more. It is ob-
served—absurd for the healthcare information exchange to remain
frozen in time while everything else continues to move fast-for-
ward. Think if the rest of healthcare had done the same. Would we
have modern medicines that kill harmful bacteria? Would we have
cancer treatments? Would we even have something as simple and
as commonplace today as the x-ray machine? If all these were cre-
ated to improve the quality and delivery of healthcare, why are we
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now stumbling and waiting while innocent people are harmed or
killed by paperwork? I for one do not want to stand by while sense-
less deaths occur each year. That’s why I have introduced legisla-
tion, along with my colleague, Mr. Clay, that would provide health
information technology to every Federal employee, and there are
close to 9 million, with their families in the Federal healthcare sys-
tem.

It is my hope that this will eventually provide a way for health
IT to reach everyone across the country, not just Federal employ-
ees.

The President stated that he wanted the Federal Government to
become a leader in the health information technology movement. I
believe that my legislation helps us do that. This legislation would
require insurance carriers that provide health insurance to Federal
employees to create carrier-based electronic health records, and
eventually personal electronic health records. I believe the informa-
tion about your health should be shared with you and should be
shared in the format that you understand.

Unfortunately, today, in healthcare, the patient really is the last
one to see his own information. Everyone else has it but him or
her.

Mr. Clay introduced legislation, of which I am an original cospon-
sor, that makes it easier for doctors to begin using health IT, by
offering grant and loan programs as well as creating exceptions to
certain (inaudible) and anti-kickback laws, but also codify the office
of the national coordinator for health information technology along
with this office to receive proper Federal funding. Together, we are
trying to make a difference in modern healthcare.

On August 22nd, the president signed an executive order that I
believe will move the Federal Government’s plans toward better
healthcare. It is something that will be a complement to H.R. 4859
very nicely. The executive order will require insurance carriers that
do business with the Federal Government to provide price trans-
parency to their consumers. It also will require these carriers to
adopt certain quality standards which will be monitored and pub-
lished by the Office of Personnel Management. The executive order
will require the carriers to adopt HIT interoperability standards.
To be recognized by the Federal Government, it will also require
plans to develop more consumer-driven health options.

Our government witnesses today will hopefully touch upon this
new executive order and what they feel its outcome will be. They
will also tell how the Federal Government’s progress is, in the
realms of HIT, along with what we need to do to improve, we can
expect in the coming months and years as health information tech-
nology continues to prosper. It is my hope that the private and edu-
cation witnesses will tell us how the private sector is working to
make health IT a national reality, whether or not health IT issues
are being taught at very basic levels of medicine and where it is
today in our education and training field. In order for us to change
the paper mindset, new doctors and nurses are going to have to be
trained and educated before they enter the medical field. Other-
wise, it will be a continual uphill battle for full HIT implementa-
tion.
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I welcome our witnesses today, and welcome those in the audi-
ence, many of whom I understand are students and faculty, and I
hope today’s hearing will be interesting and educational.

I would like to note that we will be concluding the hearing at ap-
proximately 2:30, that we will be calling on each of our visitors
today to keep their comments to approximately 5 minutes.

But first, we need to do a few procedural matters. I'll ask unani-
mous consent that all members have 5 legislative days to submit
written statements, and questions for the hearing record, the an-
swers to written questions to be provided by the witnesses also be
included in the record. Without objection, so ordered.

Also ask unanimous consent that all exhibits, documents and
other materials referred to by members and the witnesses may be
included in the hearing record, that all members be permitted to
revise and extend their remarks. Without objection, so ordered.

It is also the practice of this committee to administer the oath
to all witnesses, so if you would now please stand and raise your
right hands.

[Witnesses sworn.]

Mr. PORTER. Let the record reflect that the witnesses have an-
swered in the affirmative. Please be seated.

As I mentioned, each witness will have approximately 5 minutes,
and any further statements can and will be entered into the record.
Of course, the full committee is not here today. As I mentioned, the
full committee will have the ability to enter information in the
record also.

First I would like to introduce the members of the panel. We will
be hearing from Mr. Daniel Green, the Associate Director of Em-
ployee and Family Support Policy at the U.S. Office of Personnel
Management, we will then hear from Mr. David Powner, the Direc-
tor of IT Management Issues with the U.S. Government Account-
ability Office.

We will then be hearing from Mr. George Paz, the president and
CEO of Express Scripts, Inc., Dr. James P. Crane, the associate
vice chancellor for clinical affairs, School of Medicine at Washing-
ton University, and Mr. Mark A. Rothstein, director of institute for
bioethics health policy and law at the University of Louisville,
School of Medicine. Welcome. We appreciate you being here. Mr.
Green.

STATEMENT OF DANIEL A. GREEN, DEPUTY ASSOCIATE DI-
RECTOR, CENTER FOR EMPLOYEE AND FAMILY SUPPORT
POLICY, OFFICE OF PERSONNEL MANAGEMENT

Mr. GREEN. Mr. Chairman and members of the subcommittee,
Representative Clay: Thank you for inviting OPM here today to
discuss the benefits of using health information technology to im-
prove the quality and delivery of healthcare. The Office of Person-
nel Management administers the Federal Employees Health Bene-
fits Program which covers more than 8 million Federal employees,
retirees and their dependents. OPM offers competitive health bene-
fits products for Federal workers, like other large-employer pur-
chasers, by contracting with private sector health plans. OPM has
encouraged participating health plans to be responsive to consumer
interests by emphasizing flexibility and consumer choice as key fea-
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tures of the program. Adoption of health information technology is
an important healthcare improvement that is being implemented
by many of our health plans on behalf of their customers.

In our efforts to ensure healthcare rates are competitive and con-
sumer choice is maximized, we are encouraging the use of health
information technology for medical recordkeeping purposes and for
many provider-to-consumer processes.

As the administrator of the countrys largest employee health in-
surance program, OPM plays a key role in fulfilling President
Bush’s vision of making medical records easily accessible to con-
sumers through the adoption of advanced technologies.

Ten days ago, the President signed the Executive order, Promot-
ing Quality and Efficient Health Care in Federal Government Ad-
ministered or Sponsored Health Care Programs. The order firmly
underscores the President’s continued commitment to the pro-
motion of quality and efficient delivery of health care. With the
order, the President is greatly expanding the information that will
be made available and he is committing the Federal Government
to transparency in pricing and quality, adopting health IT stand-
ards, and providing insurance options that reward cost-conscious
consumers.

OPM is strongly committed to working with FEHB carriers on
carrying out the Presidents goals and objectives. In fact, we have
already begun taking steps in this direction.

To ensure the electronic availability of quality and price informa-
tion, OPM is working with carriers to encourage them to make
their health IT systems interoperable. OPM is also continuing to
work with carriers to ensure that FEHB enrollees have access to
innovative health insurance options that allow consumers to select
health plans with lower premiums as well as allow them to share
in the savings that may result from efficiencies gained with the im-
plementation of health information technology.

Our work with FEHB carriers and the work we are engaged in
with HHS and others have helped us focus our near-term efforts
to further the Presidents initiatives. Some carriers are offering per-
sonal health records to enrollees based on the claims, medications
and medical history information already available in their
healthcare systems. Some are also working with their pharmacy
benefit managers to encourage ePrescribing, to link their disease
management programs to health IT, and to ensure compliance with
Federal requirements that protect the privacy of individually iden-
tifiable health information.

We plan to expand our Web site information to highlight the
health IT capabilities of plans so that prospective enrollees can
view this information in reviewing their health plan choices for
2007.

We are committed to confronting the rising cost of healthcare to
help members of the Federal family afford the insurance coverage
they need. This is reflected in our commitment to the Presidents
Executive order and in our goals to strengthen the patient-physi-
cian relationship through price and quality transparency. We be-
lieve greater transparency in healthcare prices and quality can
help patients better control their medical expenses. Therefore, we
have taken steps in the FEHB Program to raise the level of trans-
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parency that is available to enrollees for both provider prices and
health-plan quality by the end of this year. We will highlight the
plans that have demonstrated their commitment to OPMs
healthcare cost transparency standards in our annual Guide to
FEHB Plans and on our Web site.

Our commitment to transparency aligns with our efforts to pro-
mote wider use of health information technology. Each initiative
supports the other, as articulated in the Executive order. Informa-
tion technology will provide for standardized interoperable medical,
pharmaceutical, and laboratory cost and utilization information.
Making this information more transparent to consumers will help
them to understand the value of personal health records in manag-
ing their own health needs and their healthcare expenses.

Together, we believe health IT and transparency can drive bet-
ter-informed and more rational medical care decisions, resulting in
increased efficiency and better quality care.

We appreciate this opportunity to testify before the subcommittee
and look forward to working with you on furthering health infor-
mation technology initiatives. I will be glad to answer any ques-
tions you may have.

[The prepared statement of Mr. Green follows:]
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DEPUTY ASSOCIATE DIRECTOR
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before the
SUBCOMMITTEE ON THE FEDERAL WORKFORCE
AND AGENCY ORGANIZATION
COMMITTEE ON GOVERNMENT REFORM
U.S. HOUSE OF REPRESENTATIVES
on

Using Health Information Technology: For the Health of It

September 1, 2006

Mr. Chairman and Members of the Subcommittee:

Thank you for inviting OPM here today to discuss H.R. 4859 and the
benefits of using health information technology (HIT) to improve the quality and

delivery of healthcare.

The Office of Personnel Management (OPM) administers the Federal
Employees Health Benefits (FEHB) Program which covers approximately 8

million Federal employees, retirees and their dependents. OPM offers competitive
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health benefits products for Federal workers, like other large employer purchasers,
by contracting with private sector health plans. OPM has encouraged participating
health plans to be responsive to consumer interests by emphasizing flexibility and
consumer choice as key features of the program. Adoption of health information
technology is an important healthcare improvement that is being implemented by

many of our health plans on behalf of their consumers.

In our efforts to ensure healthcare rates are competitive and consumer choice
is maximized, we are encouraging the use of information technology for medical
record keeping purposes and for many provider-to-consumer processes. While
there are wide variations in the scope and extent of information technology
currently being used by FEHB carriers, most are focusing their efforts on providing
claims-based information to consumers through their web sites, linking disease

management programs to health IT, and encouraging e-Prescribing.

As the administrator of the country’s largest employee health insurance
program, OPM plays a key role in fulfilling President Bush’s vision of making
medical records easily accessible to consumers through the adoption of advanced
technologies. OPM is a member of two distinguished Federal organizations: the

American Health Information Community, a Federal Advisory Committee charged
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with developing recommendations to the Secretary of the Department of Health
and Human Services (HHS) on how to facilitate the adoption of electronic health
records (EHRs), and the Federal Interagency Health IT Policy Council, which
coordinates Federal health information technology policy decisions across Federal
departments and agencies that will drive Federal action necessary to realize the

President’s goals of widespread health IT adoption.

Ten days ago the President signed the Executive Order, Promoting Quality
and Efficient Health Care in Federal Government Administered or Sponsored
Health Care Programs. The Order firmly underscores the President’s continued
commitment to the promotion of quality and efficient delivery of health care. With
the Order, the President is greatly expanding the information that will be made
available and he is committing the Federal Government to transparency in pricing
and quality, adopting health IT standards, and providing insurance options that

reward cOSt-cOnsScious consumers.

Achieving transparent health care requires the commitment and
collaboration of everyone in our health care system. Federal employees, Medicare
beneficiaries and health insurance beneficiaries at the Department of Defense and

the Department of Veterans Affairs represent about one quarter of Americans
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covered by health insurance. Therefore, to help our Nation seize the opportunity to

modernize the healthcare system, the federal government is leading by example.

OPM is strongly committed to working with FEHB carriers on carrying out
the President’s goals and objectives. In fact, we have already begun taking steps in

this direction, some of which I will speak about today.

To ensure the electronic availability of quality and price information, OPM
is working with carriers to encourage them to make their health IT systems
interoperable—to have the capacity for sharing essential information with others in
the health care system. OPM is also continuing to work with carriers to ensure that
FEHB enrollees have access to innovative health insurance options that allow
consumers to select health plans with lower premiums as well as allow them to
share in the savings that may result from efficiencies gained with the

implementation of health information technology throughout this market sector.

Our work with FEHB carriers and the work we are engaged in with HHS
and others have helped us focus our near-term efforts to further the President’s
initiatives, OPM is encouraging FEHB plans to enhance their consumer education
efforts to make enrollees more aware of how health IT can help to achieve

improvement in healthcare quality and increase health care efficiency. Some



17

carriers are offering personal health records to enrollees based on the claims,
medications and medical history information already available in their healthcare
systems. Some are also working with their pharmacy benefit managers to
encourage ePrescribing, to link their disease management programs to health 1T,
and to ensure compliance with Federal requirements that protect the privacy of

individually identifiable health information,

Earlicr this year, we asked carriers to develop business plans with action
items and milestones for accelerating health IT for the remainder of CY 2006 and
for CY 2007. We plan to expand our web site information to highlight the health
IT capabilities of plans so that prospective enrollees can view this information in

reviewing their health plan choices for 2007.

We are committed to confronting the rising cost of healthcare to help
members of the Federal family afford the insurance coverage they need. This is
reflected in our commitment to the President’s Executive Order and in our goals to
strengthen the patient-physician relationship through price and quality
transparency. We believe greater transparency in healthcare prices and quality can
help patients better control their medical expenses. Therefore, we have taken steps

in the FEHB Program to raise the level of transparency that is available to




18

enrollees for both provider prices and health plan quality by the end of this year.
‘We will highlight the plans that have demonstrated their commitment to OPM’s
healthcare cost transparency standards in our annual Guide to FEHB Plans and on
our web site. We have also encouraged FEHB carriers to enhance their web sites
by adding more online decision tools with cost estimators related to both diagnoses
and drugs, to group costs for common illnesses and conditions by geographic area,
and to ensure that they describe the sources, limitations and currency of the data

clearly and prominently on their web sites.

Our commitment to transparency aligns with our efforts to promote wider
use of health information technology. Each initiative supports the other, as
articulated in the Executive Order, Information technology will provide for
standardized interoperable medical, pharmaceutical, and laboratory cost and
utilization information. Making this information more transparent to consumers
will help them to understand the value of personal health records in managing their

own health needs and their healthcare expenses.

Together, we believe health IT and transparency can drive better informed
and more rational medical care decisions, resulting in increased efficiency and
better quality care. We are very excited about the possibilities inherent in these

efforts and are secking plans willing to partner with us to conduct a use-case
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demonstration in 2007. Our focus for this pilot program will be on ePrescribing.
We believe this technology can provide efficiencies in the healthcare system with

an early return on investment and can also assist in improving patient safety.

Medication errors can and do ocecur in a variety of ways. Dosage amounts
and incorrect choice of the prescribed medication are probably the most notable.
Some of the contributing causes for these errors are illegible handwriting, missing
information, unknown patient history and others. The eHealth Initiative, in an
April 2004 report, indicated that ePrescribing could reduce the Nation’s healthcare
costs by $2.9 billion per year. The Journal of Managed Care Pharmacy reported in
2003 on a study of one national mail-order pharmacy that found about 8.7 percent
of new prescriptions “had incomplete, unclear, or missing information related to
elements that are essential to accurate medication dispensing.” These numbers
demonstrate potential gains for all individuals in the healthcare system through

ePrescribing.

Technologies are already in place that could allow this to happen in the near-
term. This is why we think the time is ripe for such a pilot within the FEHB

Program.
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Promoting the Use of Health Information Technology

As T indicated in my June testimony to this subcommittee, OPM shares your
interest in promoting the availability of electronic health records in the FEHB
Program. Mr. Chairman, OPM agrees in principle with the legislation you drafted
on this issue, H.R. 4859, and, although we have concerns with some of its
provisions, we look forward to working with the Subcommittee to further health IT
implementation.

We appreciate this opportunity to testify before the Subcommittee and look
forward to working with you on furthering health information technology

initiatives. I will be glad to answer any questions you may have.
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Mr. PorRTER. Thank you, Mr. Green. Mr. Powner, we welcome
you again, and you are the Director of IT Management Issues at
the GAO.

STATEMENT OF DAVID POWNER, DIRECTOR, IT MANAGEMENT
ISSUES, U.S. GOVERNMENT ACCOUNTABILITY OFFICE

Mr. POWNER. Chairman Porter, Representative Clay, we appre-
ciate the opportunity to testify on healthcare information tech-
nology. As we have highlighted in several recent reports and testi-
monies for you, Mr. Chairman, as well as for Chairman Davis at
the full committee, significant opportunities exist to use technology
to improve the delivery of care, reduce administrative costs and to
improve our Nation’s ability to respond to public health emer-
gencies.

Mr. Chairman and Representative Clay, I would like to commend
both of you for introducing key legislation intended to further the
adoption of health IT. Leveraging the Federal Government as a
purchaser and provider of healthcare is critical. Mr. Chairman,
your legislation calling for OPM to advance the creation of health
records does just that. The Federal Employee Health Benefits Pro-
gram has over 8 million beneficiaries, and advancing electronic
health records to this critical mass would be significant.

Representative Clay, I first would like to thank you for your
many years of overseeing key technology issues as the ranking
member of the technology subcommittee. Your oversight of the Fed-
eral Government’s annual $60 billion investment in IT has been es-
sential and appropriately focused on improving the government’s
information security posture. Your health IT legislation highlight-
ing the need for standards, privacy and security practices and a
strategic plan are essential building blocks to accomplish the presi-
dent’s goal of a nationwide implementation of interoperable health
IT.

This afternoon I will briefly describe the importance of informa-
tion technology to the healthcare industry, progress to date and ad-
ditional actions needed to put in place a detailed game plan for
meeting the president’s goals. Information technology can lead to
many benefits in the healthcare industry that we have reported on
for the past several years. For example, using bar code technologies
and wireless scanners to verify the identities of patients and their
correct medications can and has reduced medical errors.

In addition, surveillance systems can facilitate the timely collec-
tion and analysis of the disease-related information to better re-
spond to public health emergencies. Standards-driven electronic
health records have the potential to provide complete and consist-
ent medical information necessary for optimal care. Electronic
health records are critical since they are the central component of
an integrated health information system, have the potential to re-
duce duplicative tests and treatments and can lead to reduction in
medical errors.

Several major Federal healthcare programs including Medicare,
Medicaid and OPM’s Federal Employee Health Benefits Program
provide healthcare services to over 100 million Americans. Given
the Federal Government’s influence over this industry, Federal
leadership can lead to significant change associated with the adop-
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tion of IT. Given this in April 2004, President Bush called for the
widespread adoption of interoperable healthcare records within 10
years, and established a position of the national coordinator for
health IT.

The national coordinator’s office has issued a framework to guide
the Nation’s efforts, establish working groups of industry experts,
and awarded contracts to define future direction. Through these ef-
forts my written statement describes progress that has been made
in five key areas.

First, certification criteria for ambulatory or electronic health
records has been defined and 22 health record vendors have
achieved certification.

Second, interoperability standards have been identified.

Third, prototypes for a national health information network are
currently being pursued.

Fourth, privacy and security issues are being studied through
contractual means in a newly formed American Health Information
Community Work Group.

Fifth, the integration of public health data into these many ef-
forts continues to be a focus area.

HHS through its contracts in the American health information
community has made tangible progress to date, but significant
challenges and efforts remain, including, further refinement of an
accepted interoperability standards and insured widespread and
consistent implementation, agreeing to an approach and deploying
a secure national health information network, addressing privacy
concerns so that these do not impede technological progress, fully
leveraging the government as a purchaser and provider of
healthcare and providing incentives for the private sector to part-
ner and participate.

As we have previously recommended, these challenges and re-
maining efforts could benefit from a national strategy that includes
detailed plans, milestones and mechanisms to monitor progress.
Until these plans and milestones and performance measures are
completed, it remains unclear specifically how the President’s goal
will be met and what the interim expectations are for achieving
widespread adoption of interoperable electronic health records.

Mr. Chairman and Representative Clay, thank you for your lead-
ership in pushing IT to this critical industry.

[The prepared statement of Mr. Powner follows:]
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Abbreviations

HHS Department of Health and Human Services

T information technology

NIST National Institute for Standards and Technology
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HEALTH INFORMATION TECHNOLOGY

HHS is Continuing Efforts to Define Its
National Strategy

What GAO Found

In late 2005, to help define the future direction of a national strategy, HHS
awarded several health IT contracts and formed the American Health
Information Community, a federal advisory committee made up of health
care stakeholders from both the public and private sectors. Through the
work of the these contracts and the community, HHS and its Office of the
National Coordinator for Health IT have made progress in five major areas
associated with the President’s goal of nationwide iraplementation of health
IT (see table).

of Progress and Supporting Activities

Activities
Advancing use of + Defined initial certification criteria for certain electronic health
electronic health records records and certified 22 vendors’ products.

Presented functional requirernents for inclusion of patient
information into electronic health records.

Initiated work to advance the use of electronic health records to
rebuild medical records following disasters.

American National Standards Institute Health IT Standards Panel

.

Establishing

interoperability standards selected 90 interoperability standards for areas such as electronic
for a health information health records and public health detection and reporting.
exchange

Coordinated with the National Institute for Standards and
Technology to align federal and private sector standards for
e health IT.

for developing pratotypes for a national network

a nationwide heaith 1o four contractors.
information network « Proposed more than 1000 functional requirements.
________ + _Held the first nationwide haalth information torum.

Addres}ing privacy and » Contracted with 34 states and territories to perform assessments

security issues of the impact of policies and taws on security and privacy
associated with the practices.

nationwide exchange of  «  Selected standards to heip ensure privacy and confidentiality.
health information + Formed & new workgroup to specifically address privacy and

security policy issues.
Made recommendations covering fopics that are central to

challenges for protecting health information privacy in a nationai
—_health information exchange eovironment.

.

“integrating public health i ] o T
systems into a national ~ *  Made recommendations to help suppost sharing of clinical care
network data with focal, state, and federal biosurveillance programs,
inciuding the development of materiais for public education on
benefits ta public health and national securily, and the protection of
patient confidentiality.
Selected information exchange standards for sharing ctinical
health information with public h_gg_lt_h.
Source: GAQ analysis of RHS data
These activities and others are being used by the Office of the National
Coordinator for Health IT to continue its efforts to complete a national
strategy to guide the nationwide implementation of interoperable health IT.
Since the release of its initial framework in 2004, the office has defined
objectives and high-level strategies for accomplishing its goals. Although
HHS agreed with GAO’s prior recommendations and has made progress in
these areas, it still lacks detailed plans, milestones, and performance
measures for meeting the President’s goals.

United States Gor ility Office
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Mr. Chairman and Members of the Subcommittee:

1 am pleased to be here today to comment on federal efforts to
advance the use of information technology (IT) for health care
delivery and public health. As we and others have reported, the use
of IT has enormous potential o improve the quality of health care
and is critical to improving the performance of the U.S, health care
system.

Recognizing the potential value of IT in public and private health
care systems, the federal government has been working to promote
the nationwide use of health IT.' In April 2004, President Bush called
for widespread adoption of interoperable electronic health records
within 10 years and issued an executive order® that established the
position of the National Coordinator for Health Information
Technology within the Department of Health and Human Services
(HHS). The National Coordinator’s responsibilities include the
development and implementation of a strategic plan to guide the
nationwide implementation of interoperable health IT in both the
public and private sectors.

At your request, today we will discuss progress made by HHS and its
Office of the National Coordinator for Health IT toward the
development and implementation of a national health IT strategy. In
preparing this statement, we reviewed agency documents on the
current status of HHS's activities related to a national health I'T
strategy and supplemented our analysis with interviews of agency
officials. We also summarized prior GAO reports. Our work was
performed in accordance with generally accepted auditing
standards.

' Health IT is the use of technology to electronically eollect, store, retrieve, and transfer
clinical, administrative, and financial health information.

* Executive Order 13335, Incentives for the Use of Health Information Technology and

Establishing the Position of the National Health Information Techinology Coordinator
{Washington, D.C.: Apr. 27, 2004).

Page 1 GAO-107T1T



27

Results in Brief

HHS and its Office of the National Coordinator for Health IT have
made progress through the work of the American Health
Information Community’ and several recently-awarded contracts’ in
five major areas: (1) defining certification criteria for and certifying
electronic health records, (2) identifying interoperability standards
to facilitate the exchange of patient data, (3) defining requirements
for the development of prototypes for the Nationwide Health
Information Network, {4) addressing privacy and security issues
associated with the nationwide exchange of health information, and
(5) taking steps to integrate public health into a nationwide health
information exchange. Specifically, certification criteria for
ambulatory electronic health records® have been defined and 22
electronic health records vendors have achieved certification for
their products. Additionally, 90 interoperability standards have been
selected for areas such as electronic health records and public
health detection and reporting, and functional requirements for a
nationwide health information network have been proposed. The
American Health Information Community has also formed a
workgroup to specifically address confidentiality and security issues
relevant to a nationwide health information exchange.

These activities and others are being used by the Office of the
National Coordinator for Health IT to continue its efforis to
complete a national strategy to guide the nationwide
implementation of interoperable health IT. Since the release of its
initial framework in 2004, the office has defined objectives and high-
level strategies for accomplishing its goals. However, while HHS has

?The American Health Information Community is a federally-chartered commission made
up of representatives from both the public and private health care sectors.

¥ In Tate 2005, HHS awarded several contracts to address a range of issues impertant for
developing a health IT infrastructure, such as advancing ihe use of eleetronic health
records, selecting health IT standards, developing prototypes of a national network, and
defining privacy and security policies.

* Ambulatory electronic healih records are records of medical care that includes diagnosis,

abservation, treatment, and rehabilitation that is provided on an outpatient basis.
Ambulatory care is given to persons who are able to ambulate, or walk about.

Page 2 GAO-1071T



28

made progress in these areas, it still lacks detailed plans, milestones,
and performance measures for meeting the President’s goals.

Background

Studies published by the Institute of Medicine and others have
indicated that fragmented, disorganized, and inaccessible clinical
information adversely affects the quality of health care and
compromises patient safety. In addition, long-standing problems
with medical errors and inefficiencies increase costs for health care
delivery in the United States. With health care spending in 2004
reaching almost $1.9 trillion, or 16 percent, of the gross domestic
product, concerns about the costs of health care continue. As we
reported last year, many policy makers, industry experts, and
medical practitioners contend that the U.S. health care system is in a
crisis.”

Health IT provides a promising solution to help improve patient
safety and reduce inefficiencies. The expanded use of health IT has
great potential to improve the quality of care, bolster the
preparedness of our public health infrastructure, and save money on
administrative costs. As we reported in 2003, technologies such as
electronic health records and bar coding of certain human drug and
biological product labels have been shown to save money and
reduce medical errors.” For example, a 1,951-bed teaching hospital
reported that it realized about $8.6 million in annual savings by
replacing outpatient paper medical charts with electronic medical
records. This hospital also reported saving more than $2.8 million
annually by replacing its manual process for managing medical
records with an electronic process to provide access to laboratory
results and reports. Health care organizations also reported that IT
contributed other benefits, such as shorter hospital stays, faster

SGAQ, 21 Century Challenges: Reexamining the Base of the Federal Government, GAO-05-
3258P {Washington, D.C.: February 2005).

" GAQ, Information Technology: Benefits Realized for Selected Health Care Functions,
GAO-04-224 (Washington, D.C.: Oct. 31, 2003).

Page 3 GAO-1071IT



29

communication of test results, improved management of chronic
diseases, and improved accuracy in capturing charges associated
with diagnostic and procedure codes. However, according to HHS,
only a small number of U.S, health care providers have fully adopted
health IT due to significant financial, technical, cultural, and legal
barriers such as a lack of access to capital, a lack of data standards,
and resistance from health care providers,

Federal Government’s Role in Health Care

According to the Institute of Medicine, the federal government has a
central role in shaping nearly all aspects of the health care industry
as a regulator, purchaser, health care provider, and sponsor of
research, education, and training. Seven major federal health care
programs, such as Medicare and Medicaid, provide health care
services to approximately 115 million Americans. According to HHS,
federal agencies fund more than a third of the nation’s total heaith
care costs. Table 1 summarizes the programs and number of citizens
who receive health care services from the federal government and
the cost of these services.

Page 4 GAOC-1071T
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Table 1: ies and Expendit in Major Federal Health Care Programs for
Fiscal Year 2004
Federal agency Program ies pendi
{in billions)
HHS Medicare 42 miflion elderly $308
and disabled
beneficiaries
HHS Medicaid 43.7 million tow- 276.8
income persons {joint federal and
state)
HHS State Children's 5.8 million children® 6.6
Health insurance (joint federal and
Program state)
HHS indian Health 1.8 million Native 37
Service Ameticans and
Alaska Natives
Veterans Affairs Veterans Health 5.2 million veterans 28.8
Administration
Department of Tricare Program 8.3 million active- 30.4
Defense duty military
personnel and their
famities, and military
refirees
Office of Personnel | Federal Employees | 8 million federal 27
Management Health Benefit employees, retirees,
Program and dependants

Seurce: HHS, VA, DOD, and OPM budgst dosuments.

*Based on fiscal year 2003 data.
Given the level of the federal government’s participation in
providing health care, it has been urged to take a leadership role in
driving change to improve the quality and effectiveness of medical
care in the United States, including an expanded adoption of IT.

In April 2004, President Bush called for the widespread adoption of
interoperable electronic health records within 10 years and issued
an executive order® that established the position of the National
Coordinator for Health Information Technology within HHS. The

National Coordinator’s responsibilities include the development and

# Executive Order 13335.

Page § GAQ-10TIT
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implementation of a strategic plan to guide the nationwide
implementation of interoperable health IT in both the public and
private sectors, The first National Coordinator was appointed in
May 2004, and two months later HHS released The Decade of
Health Information Technology: Delivering Consuer-centric and
Information-rich Health Care—Framework for Strategic Action, the
first step toward the development of a national strategy. The
framework described goals for achieving nationwide
interoperability of health IT and actions to be taken by both the
public and private sectors to implement a strategy. Just last week,
President Bush issued an executive order calling for federal health
care programs and their providers, plans, and insurers to use IT
interoperability standards recognized by HHS."

Need for a National Strategy and Greater Interoperability

In the summer of 2004, we testified on the benefits that effective
implementation of IT can bring to the health care industry and the
need for HHS to provide continued leadership, clear direction, and
mechanisms to monitor progress in order to bring about measurable
improvements.” Last year, we reported that HHS, through the Office
of the National Coordinator for Health IT, had taken a number of
actions toward accelerating the use of IT to transform the health
care industry. To further accelerate the adoption of interoperable
health information systems, we recommended that HHS establish
detailed plans and milestones for meeting the goals of its framework
for strategic action and take steps to ensure that those plans are
followed and milestones are rmet.” The department agreed with our
recommendation.

" This position was vacated by the first national coordinator in May 2006. HHS is currently
in the process of conducting a nationwide search for a new national coordinator and a
deputy national coordinator.

¥ Executive Order: Promoting Qualily and Efficient Health Care in Federal Government
Administered or Sponsored Health Care Programs (Washington, D.C.: Aug. 22, 2006).

" GAQ, Health Care: National Strategy Needed to Accelerate the Implementation of
Intormation Technology, GAO-04-947T (Washington, D.C.: July 14, 2004).

¥ GAQ, Health Information Technology: HHS is Taking Steps to Develop a National
Strategy, GAO-05-628 {Washington, D.C.: May 27, 2005).

Page 6 GAO-1071T
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We also reported in June 2005 that challenges associated with major
public health IT initiatives still need to be overcome to strengthen
the IT that supports the public health infrastructure.” Federal
agencies face many challenges in their efforts to improve the public
health infrastructure, including (1) the integration of current
initiatives into a national health IT strategy and federal architecture
to reduce the risk of duplicative efforts, (2) development and
adoption of consistent standards to encourage interoperability, (3)
coordination of initiatives with state and local agencies to improve
the public health infrastructure, and (4) overcoming federal IT
management weaknesses to improve progress on IT initiatives. To
address these challenges, we recommended that HHS align federal
public health initiatives with the national health IT strategy and
federal health architecture, coordinate with state and local public
health agencies, and continue federal actions to encourage the
development and adoption of data standards.

Last September, we testified about the importance of defining and
implementing data and communication standards to speed the
adoption of interoperable IT in the health care industry.” Hurricane
Katrina highlighted the need for interoperable electronic health
records as thousands of people were separated from their health
care providers and their paper medical records were lost. As we
have noted, standards are critical to enabling this interoperability.
Although federal leadership has been established to accelerate the
use of IT in health care, we testified that several actions® were still
needed to position HHS to further define and implement relevant
standards. Otherwise, the health care industry will continue to be
plagued with incompatible systems that are incapable of exchanging

¥ GAO, Bioterrorism: Information Technology Strategy Could Strengthen Federal Agencies’
Abilities to Respond to Public Health Emergencies, GAO-03-139 (Washington, D.C.: May 30,
2003); GAQ, Information Technology: Federal Agencies Face Challenges in Implementing
Initiatives to Improve Public Health Infrastructure, (GAC-05-308) Washington, D.C.: June

10, 2005).

" GAO, Health Care: Contimied. Leadership Needed to Define and Implement Information
Technology Standards, GAO-05-1054T (Washington, D.C.: Sept. 28, 2005),

" These actions included the lack of mechanisms for better agency coordination of the

various standards efforts, incomplete milesfones associated with these efforts, and no
mechanism to monitor the implementation of standards across the health care industry.

Page 7 GAO-1671T
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medical information that is critical to delivering care and responding
to public health emergencies.

In March 2006, we testified before this subcommittee' on HHS's
continued efforts to move forward with its mission to guide the
nationwide implementation of interoperable health IT in the public
and private health care sectors. We identified several steps taken by
the department, such as the establishment of the organizational
structure and management team for the Office of the National
Coordinator for Health IT under the Office of the Secretary and the
formation of a public-private advisory body—the American Health
Information Community—to advise HHS on achieving
interoperability for health information exchange. The community,
which is co-chaired by the Secretary of HHS and the former National
Coordinator for Health IT, identified four breakthrough areas® -
consumer empowerment, chronic care, biosurveillance, and
electronic health records—and formed workgroups intended to
make recommendations for actions in these areas that will produce
tangible results within a one-year period. Subsequently, in May 2006
the workgroups presented 28 recommendations to the American
Health Information Community that address standards, privacy and
security, and data-sharing issues.

We also reported in March 2006™ that HHS-—through the Office of
the National Coordinator for Health IT— awarded $42 million in
contracts that address a range of issues important for developing a
robust health IT infrastructure, such as an increasing number of
health care providers adopting electronic health records, definitions
of health information standards being developed, architectural
definitions for a national network, and the development and
implernentation of privacy and security policies. HHHS intends to use
the results of the contracts and recommendations from the

' GAO, Health Inf tion Technology: HHS is Continuing Efforts to Define a National
Strategy, GAO-06-346T (Washingtor, D.C.: Mar. 15, 2006).

" Breakthrough areas are components of health care and public health that can potentially
achieve measurable results in 2 to 3 years.

¥ GAO-06-346T.
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American Health Information Community proceedings to define the
future direction of a national strategy. In March, the National
Coordinator told us that he intended to release a strategic plan with
detailed plans and milestones later this year. The contracts are
described in table 2.

Table 2: Health IT Contracts Awarded by HHS's Office of the National Coordinator

Cost
Contract Date awarded Duration {in millions)  Description
American Health information  September 2005 1 year $0.8 To provide assistance to the National Coordinator in
Community Program Support convening and managing the meetings and activities
of the community 1o ensure that the heaith IT planis
seamlessly coordinated.
Standards Harmonization September 2005 1 year 3.2 Yo develop and test a process for identifying,
Process for Health iT assessing, endorsing, and maintaining a set of
standards required for interoperable health information
exchange.
Compliance Certification September 2005 1 year 2.7 Todevelop and evatuate a compliance cettification
Process for Health IT process for health 1T, including the infrastructure
components through which these systems
interoperate.
Privacy and Security’ September 2005 1% 17.5 To assess and develop plans to address variations in
years (Increased by Organization-level business policies and slate laws
$6 mitlion in that aifect privacy and security practices that may
August 2006 to pose challenges to an interoperable health information
include exchange.
additional
studies)
Nationwide Health information  November 2005 1 year 18.6 To develop and evaluate prototypes for a nationwide

Network Prototypes

{4 contracts})

health information network architecture to maximize
the use of existing resources such as the Internet to
achieve widespread interoperability among software
applications, particularly electronic health records.
These contracts are aiso intended to spur technical
innovation for nationwide electronic sharing of health
information in patient care and public health settings.

Measuring the Adoption of September 2005
Etectronic Health Records

2years 1.8

To develop a methodology to better characterize and
measure the state of electronic health records
adoption and determine the effectiveness of policies
aimed at accelerating adoption of electronic heaith
records and interoperability.

Gulf Coast Electronic Digitat ~ September 2005
Health Recovery

1 year 3.7

To plan and promote the widespread use of electronic
health records and digital health information recovery
in the Gulf Coast regions affected by hurricanes fast
year.

Source: HHS Otiice of the Nationat Coordinator for Health information Techaology.

“Jointly managed by the Agency for Healthcare Research and Quality and the Office of the Nationat
Coordinator.
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HHS Is Continuing Efforts to Advance the Nationwide
Implementation of Health IT and Complete a National Strategy

HHS and its Office of the National Coordinator for Health IT have
made progress through the work of the American Health
Information Community and several contracts in five major areas:
(1) advancing the use of electronic health records, (2) establishing
standards to facilitate the exchange of patient data, (3) defining
requirements for the development of prototypes of the Nationwide
Health Information Network, (4) incorporating privacy and security
policy, practices, and standards into the national strategy, and (5)
integrating public health into nationwide health information
exchange.

These activities and others are being used by the Office of the
National Coordinator for Health IT to continue its efforis to
complete a national strategy to guide the nationwide
implementation of interoperable health IT. Since the release of its
initial framework in 2004, the office has taken additional steps to
define a complete national strategy, building on its earlier work.
However, while HHS has made progress in these areas, it still lacks
detailed plans, milestones, and performance measures for meeting
the President’s goals.

HHS Is Advancing the Use of Electronic Health Records

HIIS has made progress toward advancing the adoption of
electronic health records by defining initial certification criteria for
ambulatory electronic health records. The Certification Committee
for Health IT,” which was awarded the Compliance Certification
Process for Health I'T contract, finalized functionality, security, and
reliability certification criteria for ambulatory electronic health
records in May 2006 and described interoperability criteria for

¥ The Certification Comittee for Health IT is a voluntary, private sector organization that
is working to certify health IT products in three areas: ambulatory electronic health
records for the office-based physician or provider, inpatient electronic health records for
hospitals and health systems, and the network components through which the electronic
health records operate and share information.
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36

future certification requirements. The committee subsequently
certified 22 vendors’ electronic health records products in July. Its
next phase is to define and recommend certification criteria for
inpatient electronic health records. The commitiee plans to publish
these criteria for public comment during the last quarter of 2006,
with certification beginning in the second quarter of 2007.

Additionally, the Nationwide Health Information Network contracts
have thus far resulted in the identification of draft functional
requirements for incorporating lab results and patient information,
such as medical history and insurance information, into electronic
health records. The requirements were presented to the Secretary of
HHS in June 2006, and an initial set of requirements for the
Nationwide Health Information Network are expected to be issued
in September 2006.

In our March 2006 testimony, we described the Gulf Coast
Electronic Digital Health Recovery contract, which was awarded by
HEIS to promote the use of electronic health records to rebuild
medical records for patients in the Gulf Coast region affected by
hurricanes last year. The outcomes of the contract are expected to
coordinate planning for the recovery of digital health information in
cases of emergencies or disasters and to develop a prototype of
health information sharing and electronic health records support.
The contract established a task force of local and national experts to
help area providers turn to electronic medical records as they
rebuild medical records for their patients,

HHS Has Initiated Steps to Establish Health IT Standards

HHS awarded its Standards Harmonization Process for Health 1T
contract to ANSL” The contract is supported by ANST's Health IT
Standards Panel, a collaborative partnership between the public and
private sector. This effort integrates standards previously identified

“ The American National Standards Institute is a private, nonprofit membership
organization that coordinates the development and use of voluntary standards in the
United States.
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by the Consolidated Health Informatics® and other federal
initiatives. To date, the panel has selected 90 interoperability
standards for areas such as electronic health records and public
health detection and reporting. The selected standards specifically
address components of the breakthrough areas defined by the
American Health Information Community and were produced by
accepted standards organizations. The Nationwide Health
Information Network functional requirements also incorporate
standards defined through the work of the Standards Harmonization
Process for Health IT contract. The selected standards are currently
being reviewed for acceptance by the Secretary.

HHS has also involved the Department of Commerce’s National
Institute for Standards and Technology (NIST) with HHS’s work to
implement health IT standards through its standards harmonization
contract. HHS's standards harmonization contractor is required to
maximize the use of existing processes and collaborate with NIST
where appropriate, including consideration of outputs from the
standards harmonization process as Federal Information Processing
Standards® relevant to federal agencies. NIST’s issuance of Federal
Information Processing Standards for health IT is to be aligned with
recommendations from public and private sector coordination
efforts through the Arnerican Health Information Community, as
accepted by the Secretary of HHS. The Federal Information
Processing Standards are to be consistent with the standards
adopted by the harmonization contract to enable the alignment of
federal and private sector standards and widespread interoperability
among health IT systems, particularly electronic health records
systems.

“! Consolidated Health Informatics was initiated in December 2001 as an Office of
Management and Budget e-government project to establish federal health information
standards to enable federal agencies to build interoperable health data systems. The
project was incorporated into the Federal Health Architecture in September 2004

¥ Pederal Information Processing Standards are developed by NIST in collaboration with
national and internati E dards co ittees, users, industry groups, consortia, and
research and trade organizations when there are no existing voluntary industry standards
1o address federal requirements for the interoperability of different systems, for the
portability of data and software, and for computer security.
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HHS Has Begun to Define Requirements for the Development of Prototypes for the
Nationwide Health Information Network

HHS'’s Nationwide Health Information Network contracts are
intended to provide architectures and prototypes of national
networks based on the breakthrough areas defined by the American
Health Information Community. HHS awarded contracts for
developing these architectures and prototypes to four contractors.
The contractors are to deliver final operating plans and prototypes
of a national network that demonstrates health information
exchange across multiple markets in November 2006.

In late June 2006, HHS held its first Nationwide Health Information
Network forum. More than 1000 functional requirerents for a
Nationwide Health Information Network were presented for
discussion and public input. The requirements addressed general
Nationwide Health Information Network infrastructure needs and
the breakthrough areas defined by the American Health Information
Community. The requirements are being reviewed by the National
Committee for Vital and Health Statistics,” which is expected to
release its approved requirements by September 2006,

HHS Is Taking Steps to Incorporate Privacy and Security Policies, Practices, and
Standards into Its National Strategy

HHS, through its contracts and recommendations from the
American Health Information Community and the National
Comumittee for Vital and Health Statistics, has initiated several
actions to address privacy and security issues associated with the
nationwide exchange of health information. In May 2006, 22 states
subcontracted under HHS’s privacy and security contract to perform
assessments of the impact of organization-level business policies
and state laws on security and privacy practices and the degree to
which they pose challenges to interoperable health information
exchange. In August 2006, 11 more states and Puerto Rico were

* The National Gommittee on Vital and Health Statistics was established in 1949 as a public
advisory committee that is statutorily authorized to advise the Secretary of HHS on health
data, statistics, and national health information policy, including the implementation of
health IT standards.
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added to the scope of the contract. The outcomes of the contract are
to provide a nationwide synthesis of information to inform privacy
and security policy making at federal, state, and local levels.

In addition, the standards selected through the standards
harmonization contract include those that are applicable to the
consumer empowerment breakthrough area, specifically privacy
and confidentiality. Its initial standards are intended to allow
consumers the ability to establish and manage permissions and
access rights, along with informed consent for authorized and
secure exchange, viewing, and querying of their medical information
between desighated caregivers and other health professionals.
Additionally, the proposed functional requirements for the
Nationwide Health Information Network include security
requirements that are needed for ensuring the privacy and
confidentiality of health information.

In May 2006, several of the American Health Information
Community workgroups recommended the formation of an
additional workgroup comprised of privacy, security, clinical, and
technology experts from each of the other American Health
Information Community workgroups. The Confidentiality, Privacy,
and Security Workgroup was formed in July to frame the privacy
and security policy issues relevant to all breakthrough areas and
solicit broad public input to identify viable options or processes to
address these issues. The recommendations developed by this
workgroup are intended to establish an initial policy framework and
address issues including methods of patient identification, methods
of authentication, mechanisms to ensure data integrity, methods for
controlling access to personal health information, policies for
breaches of personal health information confidentiality, guidelines
and processes to determine appropriate secondary uses of data, and
a scope of work for a long-term independent advisory body on
privacy and security policies. The workgroup convened last month.

In June 2008, the National Committee on Vital and Health Statistics
presented to the Secretary of HHS a report recommending actions
regarding privacy and confidentiality in the Nationwide Health
Information Network. The recommendations cover topics that are,
according to the committee, central to challenges for protecting
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health information privacy in a national health information
exchange environment. Specifically, they address (1) the role of
individuals in making decisions about the use of their personal
health information, (2) policies for controlling disclosures across a
national health information network, (3) regulatory issues such as
Jjurisdiction and enforcement, (4) use of information by non-health
care entities, and (5) establishing and maintaining the public trust
that is needed to ensure the success of a national health information
network. The recommendations are being evaluated by the
American Health Information Community workgroups, the
Certification Commission for Health IT, Health Information
Technology Standards Panel, and other HHS partners. The
committee intends to continue to update and refine its
recommendations as the architecture and requirements of the
network advance.

HHS Is Continuing to Address Public Health Integration

To help promote the integration of public health data into a
nationwide health information exchange, the American Health
Information Community’s biosurveillance workgroup made
recommendations in May 2006 intended to help the simultaneous
flow of clinical care data to and among local, state, and federal
biosurveillance programs. The community recommended that HHS
develop sample data-use agreements and implementation guidance
to facilitate the sharing of data from health care providers to public
health agencies. The workgroup also recommended that HHS, in
collaboration with privacy experts, state and local governmental
public health agencies, and clinical care partners, develop materials
to educate the public about the information that is used for
biosurveillance including the benefits to the public’s health,
iraproved national security, and the protection of patient
confidentiality by September 30, 2006.

Information exchange standards for sharing clinical health
information (e.g., emergency department visit data and lab results)
with public health are included in the 90 standards recently
recommended as a result of HHS's standards harmonization
contract. The standards are intended to enable the transmission of
essential ambulatory care and emergency department visit,
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utilization, and lab result data from electronic health care delivery
and public health systems in standardized and anonymized” format
to authorized public health agencies within less than one day. In
addition to advancing the use of electronic health records, the Gulf
Coast contract is intended to help support public health emergency
response by fostering the availability of field-level electronic health
records to clinicians responding to disasters,

HHS Is Continuing Efforts to

Complete and Implement a National Strategy for Health IT

As called for by the President’s executive order in April 2004, the
national coordinator’s office is continuing its efforts 1o corplete a
national strategy for health IT. Since we testified in March 20086, the
office has worked to evolve the initial framework and, with
guidance from the American Health Information Community, has
revised and refined the goals and strategies identified in the initial
framework. The new draft framework- The Office of the National
Coordinator: Goals, Objectives, and Strategies—provides high-level
strategies for meeting the President’s goal for the adoption of
interoperable health IT and is to be used to develop internal
performance measures for the office’s activities.

The framework identifies objectives for accomplishing each of four
goals, along with 32 high-level strategies for meeting the objectives.
The Office of the National Coordinator has identified and prioritized
the 32 strategies for accomplishing the framework’s goals and has
initiated 10 of them, which are supported by the contracts that HHS
awarded in fall 2005. Table 3 illustrates the framework’s goals,
objectives, and strategies and identifies the 10 strategies that have
been initiated.

The Office of the National Coordinator has prioritized the remaining
22 strategies defined in its framework. Six strategies are under
active consideration, and the remaining 16 require future discussion.
According to officials with the office, the strategies were prioritized
based on guidance and direction from the American Health
Information Community. The Office of the National Coordinator

# Anonymized data are data that have had personally identifying information removed.
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expects the framework to continue to evolve through collaboration
among the Office of the National Coordinator and its partners, such
as other federal agencies and the American Health Information
Cominunity, and as additional activities are completed through the

contracts.

Table 3: Office of the National Coordinator’s Goals and Initial Objectives and Strategies

Goals Objectives High-level strategies
Goal 1: inform health care  High-value electronic health Simplify heaith information access and communication among clinicians’
professionals records Increase incentives for clinicians to use electronic health records

Low-cost and low-risk electronic
heaith records

Foster economic collaboration for electronic heaith records adoption”

Lower total cost of electronic health records purchase and implementation”

Lower risk of electronic health records adoption”

Current clinical knowledge

Increase investment in sources of evidence-based know!edgec

tncrease investment in tools that can access and infegrate evidence based
knowledge in the clinical setting

Establish mechanisms which will allow clinicians to empirically access
information and other patient characteristics that can better inform their
clinical decisions”

Equitable adoption of electronic
health records

Ensure low-cost electronic health records for clinicians in underserved
areas

Support adoption and implementation by disadvantaged providers

Goal 2: Interconnect heaith
care

Widespread adoption of
standards

Estabiish well-defined heaith information standards

Ensure federal agency compliance with health information standards”

Exercise federal leadership in health information standards adopxion"

Sustainable electronic health
information exchange

Stimulate private invesiment to develop the capability for efficient sharing of
heaith information”

Use govermnment payers and | purchasers to foster interoperable elactronic
health information exchange

Adapt federal agency health data collection and delivery to NHIN solutions

Support state and local governments and organizations to foster electronic
health information exchange”

Consumer privacy and risk
protections

Support the development and implementation of appropriate privacy and
security policies, practices, and standards for electronic health information
exchange

Develop ang support policies to protect against discrimination from health
information

Goal 3: Personalize health
management

Consumer use of parsonal
health information

Establish value of personal health records, including consumer trust®

Expand access to personal health management information and tools™

Remote monitoring and
communications

Promote adaption of remate monitoring technology for communication
between providers and patients

Care based on culture and traits

Promote consumer understanding and provider use of personal genomics
for prevention and treatment of hereditary conditions’
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Goals

Objectives

High-level strategies

Promote multi-cultural information support

Gaoal 4: Improve population
health

Automated public health and
safety maonitoring and
management

Enable simultaneous flow of clinical care data to and among local, state,
and federal biosurveiliance programs

Ensure that the nationwide heaith jnformation network supports poputation
health reporting and management

Efficient collection of quality
information

Develop patient-centric quality measures based on clinically relevant
information available from interoperable longitudinal electronic health
records”

Ensure adoption of uniform performance measures by heaith care
stakeholders™

Establish standardized approach 1o gentrafized electronic data capture and
reporting of performance information

Transformation of clinical
research

Heaflth information support in
disasters and crises

Foster the availability of field electronic health records o clinicians
responding to disasters

{rprove coordination of health information flow during disasters and crises

Support management of health emergencies

Souree: HHS Ofice o the National Cosrdinator fos Health 1T

* Strategy has been initiated

© Strategy is under active consideration

° Strategy requires future discussion

While HHS has taken additional steps toward completing a hational
strategy and has initiated specific activities defined by its strategic
framework, it still lacks the detailed plans, milestones, and
performance measures needed to ensure that its goals are met.
While the National Coordinator acknowledged the need for more
detailed plans for its various initiatives and told us in March that
HHS intended to release a strategic plan with detailed plans and
milestones later this year, current officials with the office could not
tell us when detailed plans and milestones would be defined. Given
the complexity of the tasks at hand and the many activities to be
completed, a national strategy that defines detailed plans,
milestones, and performance measures is essential. Without it, HHS
risks not meeting the President’s goal for health IT.

In summary, Mr. Chairman, our work shows that HHS is continuing
its efforts to help transform the use of IT in the health care industry.
However, much work remains. While HHS, through the Office of the
National Coordinator for Health IT and the American Health
Information Community, has initiated specific actions for
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supporting the goals of a national strategy, detailed plans and
milestones for completing the various initiatives and performance
measures for tracking progress have not been developed. Until these
plans, milestones, and performance measures are completed, it
remains unclear specifically how the President’s goal will be met
and what the interim expectations are for achieving widespread
adoption of interoperable electronic health records by 2014.

Mr. Chairman, this concludes my statement. I would be pleased to

answer any questions that you or other Members of the
Subcommittee may have at this time.
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Mr. PoOrRTER. Thank you very much for your testimony. We will
go off the script for a moment and summarize what we’ve heard so
far. We feel a responsibility as a Federal Government to set the
standard. There are a lot of different programs, different ap-
proaches to health IT and we are happy that’s happening. But as
Mr. Clay and I looked at the issues specific to Federal employees,
we felt that if we can set the standard with 8 million or more par-
ticipants, that will incur the balance of the private sector across
this country to step up to the plate. That’s the insurance carriers,
providers, all gamuts of the healthcare delivery system.

So not only are we talking about Federal employees, we realize
that if we can set the standards, we will save lives across the coun-
try. So we appreciate the government’s perspective, the experts
that we have here today.

Next we would like to hear from the private sector and from the
university system and get their perspective on what’s happening.

I know that we have with us Mr. Paz who is the president and
CEO of Express Scripts, Inc. I understand that you are one of the
largest providers in the country and a major employer here in the
St. Louis area and in the State. Mr. Clay and others in the commu-
nity have spoken highly of what you are doing for the community
and for healthcare, so we appreciate you being here. Mr. Paz, if you
would give us your testimony, please.

STATEMENT OF GEORGE PAZ, CHAIRMAN, PRESIDENT AND
CHIEF EXECUTIVE OFFICER, EXPRESS SCRIPTS, INC.

Mr. PAz. Good afternoon, Chairman Porter and Congressman
Clay. My name is George Paz, and I am chairman, president and
CEO of Express Scripts, Inc., a Fortune 150 company based here
in St. Louis.

Express Scripts provides pharmacy benefit management services
to tens of millions of Americans throughout its relationships with
employers, managed care plans, unions and governmental entities.
We employ over 13,000 people across the country and in Canada.
Last year we processed more than 475 million prescription claims,
and in the last quarter we reported an industry-leading generic fill
rate of 56.3 percent.

I am here today to talk about our experiences in electronic
healthcare, and to offer our recommendations for you to consider in
your efforts to spur further adoption and utilization of these excit-
ing technologies. I have prepared additional materials which I
would like to submit for the record.

Before I begin, let me first congratulate the Congress on your ef-
forts to date. Congressional efforts toward the encouragement of
electronic healthcare solutions have created great momentum in
both the public and private sectors. Provisions in the Medicare
Modernization Act relating to electronic prescribing standards have
led to positive dialog toward standards in both government and the
private sector. Inclusion of the directive in the MMA relating to the
creation of exceptions to the Stark law and safe harbors under the
Medicare fraud and abuse laws, have led to positive developments
on both fronts which may help to spur adoption.

Also before I begin, let me just clarify that when we talk about
electronic prescribing, it is important to note that what we mean
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is a process by which a prescribing physician, at the point of pre-
scribing, has access to current eligibility, formulary, medication
history and other relevant information, in order to inform the pre-
scribing decision and facilitate a discussion with the patient about
the costs and benefits of differing treatment options. We are not
simply referring to an electronic process to move a prescription
from point A to point B.

From the early days of the Internet boom, Express Scripts has
been working with technology vendors in their pursuit of solutions
that would allow physicians to prescribe medications more safely,
more efficiently, and more affordably for their patients. Early on,
we formed relationships with many of these companies to provide
formulary information for our members so that it could be made
available to physicians at the point of prescribing. However, as the
industry grew, we came to realize that working with each of these
companies individually did not maximize efficiency, nor did it allow
the industry to maximize the potential of these new technologies.
At about the same time, our chief competitors were coming to the
same conclusions.

In February 2001, we formed RxHub with Medco Health Solu-
tions and a company that is now Caremark. The purpose of RxHub
was three-fold. First, we wanted to create a common infrastructure
to connect many payors and prescription benefit managers to many
electronic prescribing vendors. Second, we wanted to create trans-
action standards so that we could conduct electronic prescribing
transactions in a standard format across all connected participants.
Finally, we sought to create a critical mass of information so that
physicians who adopted electronic prescribing technologies could
get access to relevant prescribing information for a sizable portion
of their patients.

I am proud to say that our vision for RxHub has been achieved.
In fact, RxHub now connects six data sources to over 30 technology
vendors, and the numbers continue to grow. RxHub led a com-
prehensive industry-based consensus process that led to the cre-
ation of transaction standards for electronic prescribing, and those
standards have become the de facto industry standard. A number
of them are currently being pilot-tested in conjunction with the
CMS pilots for recognition of e-Prescribing standards for the Medi-
care program. By adopting electronic prescribing solutions con-
nected to RxHub, physicians today can access information to create
safer, more affordable prescriptions for over 150 million Americans.

Nonetheless, our overall vision for electronic prescribing has yet
to be fully realized. The industry remains hampered by a patch-
work of State laws and regulations that create conflicting demands
on prescribers and electronic prescribing vendors. The standards
for electronic prescribing envisioned under the Medicare Mod-
ernization Act thus far only apply to Medicare, and don’t address
all of the issues germane to electronic prescribing. Whereas, we be-
lieve, the MMA envisioned a comprehensive national set of stand-
ards for electronic prescribing that would promote broad adoption.
The legislative language has been interpreted as essentially creat-
ing a 51st standard of requirements for Medicare patients as an
overlay to the 50 existing State regulatory schemes applicable to
electronic prescribing. Because these State laws are not preempted,
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the Medicare scheme cannot drive the market as is sometimes the
case. This needs to be fixed.

Another remaining issue, perhaps related, is that electronic pre-
scribing cannot reach its full potential until all physicians adopt it.
Getting physicians to adopt the technology has remained more
challenging than we had hoped, and the reasons for that are var-
ied. I'll offer here just a few.

First, and perhaps foremost, physicians have generally not been
given incentives to transform their paper-prescribing to electronic.
Adoption has been most successful where payors and/or employers
have joined together to help physicians purchase the technology, or
offered financial incentives tied to adoption and the use of it. In
most markets, however, no one employer or payor has a signifi-
cantly large portion of the market to justify paying for technology
initiatives that will serve to benefit all patients.

Moreover, in order to make a meaningful impact on overall utili-
zation, adoption initiatives often would need to reach thousands of
physicians. While stand alone electronic prescribing solutions are
relatively inexpensive, in the vicinity of 52,000 per physician for
the first year, the cost of providing technology to thousands of phy-
sicians is often daunting.

Consequently, physicians must make the decision to adopt, and
fund it on their own. But many physicians believe they should not
be required to fund the technologies themselves, since most of the
financial benefit from enhanced prescribing accrues to the payors,
employers, and patients. These issues could be solved, either
through a funded mandate, or better-aligned incentives for physi-
cians. Given the new Medicare drug benefit, the Federal Govern-
ment has as much at stake as anyone.

Another issue facing physicians is what to adopt. The significant
and growing interest in Health IT by the Federal Government over
the past few years has drawn great attention, and has spurred the
industry to further develop technologies and pursue interoperable
solutions. At the same time, the sheer volume of activity in the in-
dustry and in Washington have left many wondering what the out-
come would be. The push toward electronic personal health records,
interoperable electronic medical records and regional health infor-
mation organizations, combined with Federal initiatives like the
pursuit of a National Health Information Infrastructure, the Amer-
ican Health Information Community, and various legislative pro-
posals, have left some physicians afraid to adopt any technology for
fear of it becoming obsolete in the near future.

This is unfortunate. Workable solutions exist today, and should
not wait. Perfection in the form of interoperable health records for
every American, should not become the enemy of good. Good can
be achieved today, by improving quality and reducing costs in con-
nection with prescription medications, through electronic prescrib-
ing. What’s more, in addition to the immediate benefits that are
achievable through broad adoption of electronic prescribing, it is
also a good first step for clinicians toward more sophisticated solu-
tions.

The adoption of electronic prescribing is relatively simple. The
technology generally is compatible with existing office systems used
by physicians, installation is relatively easy, and the learning curve
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for using the technology is quick. At most, physicians need a little
extra time to get used to using a stylus and a handheld computer,
rather than paper and a pen. More importantly, adoption of the
technology does not disrupt other physician-office systems. Existing
records remain, but are augmented by electronic prescribing solu-
tions.

In contrast, for a physician to adopt a full electronic medical
record system, the entire office needs to be transformed. While the
transformation is clearly achievable, and solutions are becoming in-
creasingly sophisticated, it is often daunting for physicians. Entire
rooms of paper records need to be digitized for future access, or a
hybrid system would need to be adopted to accommodate the physi-
cians need to see the historical record in order to make current
treatment decisions. In that instance, physicians would need to ac-
cess both a paper and an electronic medical record. Many physi-
cians simply cannot face the expense or the disruption of such a
major paradigm shift. This has major implications for the ability of
our healthcare system to tackle the problem. Today, physicians
trained using electronic records often have had to learn to use a
paper system when they joined an existing practice. It is not a sim-
ple problem, and a subset of patients with electronic personal
health records wont be enough to push a physician to make the
transition.

Until electronic medical records are widespread in physician of-
fices, we believe the push toward electronic personal health records
may be misplaced. While greater patient involvement in their own
healthcare is a laudable goal, without an interoperable system
through which physicians can easily interact with such records,
they aren’t likely to succeed in enhancing efficiency and safety in
the delivery of care. Ultimately, it will only re-create the current
system in which it is incumbent upon patients to inform their phy-
sicians of existing medical conditions and prior history. Having a
new system to achieve that, whether through printouts or Web ac-
cess, may not add much. Patients who utilize them may be better
equipped to be advocates for their own better care, though many
may elect not to use them given that their physicians wont be able
to do much with them.

In contrast, getting physicians to prescribe electronically will cre-
ate great impact for our entire healthcare system. Internal unpub-
lished research at Express Scripts has estimated that just a single
percentage point increase in generic utilization creates approxi-
mately a 1 percent savings in overall drug spend. Electronic pre-
scribing has been shown in a number of published studies to help
physicians increase generic utilization by multiple percentage
points.

As important, the recent Institute of Medicine report, Preventing
Medication Errors, estimates that there are at least 1.5 million pre-
ventable adverse drug events per year, creating cost in excess of
$3.5 billion. That report lists a number of potential solutions which
may help bring this problem under control. Among the offered solu-
tions are the adoption of electronic solutions by prescribers, and
greater patient involvement in their own care. These are achiev-
able goals. Many electronic prescribing solutions integrate solutions
which allow patients to provide inputs as to their own medications,
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including over-the-counter medications, which are then readily ac-
cessible to physicians using the system. These solutions are avail-
able today. They are affordable, and they have great potential for
transforming the cost and quality of care. We urge you to look
closely at these solutions as you deliberate about how programs for
Federal employees can spur change in our entire healthcare sys-
tem.

In closing, let me reiterate our principal recommendations: First,
we believe it is imperative to clearly establish a comprehensive,
Federal preemptive set of standards for electronic prescribing,
leveraging industry experience and the workable processes adopted
by standards development organizations.

Second, we urge you to help find ways to either assist physicians
with the cost of adoption of electronic prescribing, or implement ap-
propriate incentive arrangements for them to adopt on their own,
and help push physicians toward adoption of electronic prescribing
as a logical first step toward capturing the advantages of e-health.

Finally, we recommend that any Federal efforts toward the en-
couragement of other e-health solutions such as personal health
records or electronic medical records, make explicitly clear that all
solutions must be developed to be compatible with the e-prescribing
standards, so that physicians will be confident when adopting elec-
tronic prescribing that other developing technologies will be com-
patible. Thank you for having me here today.

[The prepared statement of Mr. Paz follows:]
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House Government Reform Committee
Field Hearing
September 1, 2006
St. Louis, Missouri

Testimony of George Paz
Chairman, President and Chief Executive Officer
Express Scripts, Inc.

Good afternoon Chairman Porter and Congressman Clay. My name is George Paz, and [
am Chairman, President and CEO of Express Scripts, Inc., a Fortunc 150 company based

here in St. Louis.

Express Scripts provides pharmacy benefit management services to tens of millions of
Americans through its relationships with employers, managed care plans, unions and
governmental entities. We employ over 13,000 people across the country and in Canada.
Last year we processed more than 475 million prescription claims, and in the last quarter

we reported an industry-leading generic fill rate of 56.3 percent.

1 am here today to talk about our experiences in electronic health care, and to offer our
recommendations for you to consider in your efforts to spur further adoption and
utilization of these exciting technologies. I have prepared additional materials which 1

would like to submit for the record.

Before I begin, let me first congratulate the Congress on your efforts to date.
Congressional efforts toward the encouragement of electronic healthcare solutions have
created great momentum in both the public and private sectors. Provisions in the
Medicare Modernization Act relating to electronic prescribing standards have led to
positive dialogue toward standards in both government and the private sector. Inclusion
of the directive in the MMA relating to creation of exceptions to the Stark law and safe
harbors under the Medicare fraud and abuse laws, have led to positive developments on

both fronts which may help to spur adoption.
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Also before [ begin, let me just clarify that when we talk about electronic prescribing, it is
important to note that what we mean is a process by which a prescribing physician, af the
point of prescribing, has access to current eligibility, formulary, medication history, and
other relevant information, in order to inform the prescribing decision and facilitate a
discussion with the patient about the costs and benefits of differing treatment options.

We are not simply referring to an electronic process to move a prescription from point A

to point B.

From the early days of the internet boom, Express Scripts has been working with
technology vendors in their pursuit of solutions that would allow physicians to prescribe
medications more safely, more efficiently, and more affordably for their patients. Early
on, we formed relationships with many of these companies to provide formulary
information for our members so that it could be made available to physicians at the point
of prescribing. However, as the industry grew, we came to realize that working with
cach of these companies individually did not maximize efficiency, nor did it allow the
industry to maximize the potential of these new technologies. At about the same time,

our chief competitors were coming to the same conclusions.

In February of 2001, we formed RxHub with Medco Health Solutions and a company
that is now Caremark. The purpose of RxHub was three-fold. First, we wanted to create
a common infrastructure to connect many payors and PBMs to many electronic
prescribing vendors. Second, we wanted to create transaction standards so that we could
conduct electronic prescribing transactions in a standard format across all connected
participants. Finally, we sought to create a critical mass of information so that physicians
who adopted electronic prescribing technologies could get access to relevant prescribing

information for a sizable portion of their patients.

I am proud to say that our vision for RxHub has been achieved. In fact, RxHub now
connects six data sources to over 30 technology vendors, and the numbers continue to
grow. RxHub led a comprehensive industry-based consensus process that led to the

creation of transaction standards for electronic prescribing, and those standards have



53

become the defacto industry standards. A number of them are currently being pilot-tested
in connection with the CMS pilots for recognition of c-prescribing standards for the
Medicare program. By adopting electronic prescribing solutions connected to RxHub,
physicians today can access information to create safer, more affordable prescriptions for

over 150 million Americans.

Nonetheless, our overall vision for electronic prescribing has yet to be fully realized. The
industry remains hampered by a patchwork of state laws and regulations that create
conflicting demands on prescribers and electronic prescribing vendors. The standards for
clectronic prescribing envisioned under the Medicare Modernization Act thus far only
apply to Medicare, and don’t address all of the issues germane to electronic prescribing.
Whereas, we believe, the MMA envisioned a comprehensive national set of standards for
electronic prescribing that would promote broad adoption, the legislative language has
been interpreted as essentially creating a 517 set of requirements for Medicare patients as
an overlay to the 50 existing state regulatory schemes applicable to electronic
prescribing. Because these state laws are not preempted, the Medicare scheme cannot

drive the market as is sometimes the case. This needs to be fixed.

Another remaining issue, perhaps related, is that electronic prescribing cannot reach its
full potential until all physicians adopt it. Getting physicians to adopt the technology has
remained more challenging than we had hoped, and the reasons for that are varied. I’ll

offer just a few here.

First, and perhaps foremost, physicians have generally not been given incentives to
transform their paper prescribing to electronic. Adoption has been most successful where
payors and/or employers have joined together to help physicians purchase the technology,
or offered financial incentives tied to adoption and use of it. In most markets however,
no one employer or payor has a significantly large portion of the market to justify paying

for technology initiatives that will serve to benefit all patients.
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Moreover, in order to make a meaningful impact on overall utilization, adoption
initiatives often would necd to reach thousands of physicians. While standalone
electronic prescribing solutions are relatively inexpensive (in the vicinity of $2,000 per
physician for the first year), the cost of providing technology to thousands of physicians

is often daunting.

Consequently, physicians must make the decision to adopt, and fund it on their own, But
many physicians believe they should not be required to fund the technologies themselves,
since most of the financial benefit from enhanced prescribing accrues to payors,
employers, and patients. These issues could be solved, either throngh a funded mandate,
or better-aligned incentives for physicians. Given the new Medicare drug benefit, the

federal government has as much at stake as anyone,

Another issue facing physicians is what to adopt. The significant and growing interest in
Health IT by the federal government over the past few years has drawn great attention —
and has spurred the industry to further develop technologies and pursue interoperable
solutions. At the same time, the sheer volume of activity in the industry and in
Washington have left many wondering what the outcome would be. The push toward
electronic personal health records, interoperable electronic medical records and regional
health information organizations, combined with federal initiatives like the pursuit of a
National Health Information Infrastructure, the American Health Information
Community, and various legislative proposals, have left some physicians afraid to adopt

any technology for fear of it becoming obsolete in the near future.

This is unfortunate. Workable solutions exist today, and should not wait. Perfect, in the
torm of interoperable health records for every American, should not become the enemy
of good. Good can be achieved today, by improving quality and reducing costs in
connection with preseription medications, through electronic prescribing. What’s more,
in addition to the immediate benefits that are achievable through broad adoption of
electronic prescribing, it is also a good first step for clinicians toward more sophisticated

solutions.
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The adoption of clectronic prescribing is relatively simple. The technology gencrally is
compatible with existing office systems used by physicians, installation is relatively easy,
and the learning curve for using the solutions is quick. At most, physicians need a little
exira time to get used to using a stylus and a handheld computer, rather than paper and a
pen. More importantly, adoption of the technology does not disrupt other physician
office systems. Existing records remain, but are augmented by electronic prescribing

solutions.

In contrast, for a physician to adopt a full electronic medical record system, the entire
office needs to be transformed. While the transformation is certainly achievable, and
solutions are becoming increasingly sophisticated, it is often daunting for physicians.
Entire rooms of paper records need to be digitized for future access, or a hybrid sysiem
would need to be adopted to accommodate the physician’s need to see the historical
record in order to make current treatment decisions. In that instance, physicians would
need to access both a paper and an electronic medical record. Many physicians simply
cannot face the expense or the disruption of such a major paradigm shift. This has major
implications for the ability of our health care system to tackle the problem. Today,
physicians trained using electronic records often have had to learn to use a paper system
when they joined an existing practice. It is not a simple problem, and a subset of patients
with electronic personal health records won’t be enough to push a physician to make the

transition.

Until electronic medical records are widespread in physician offices, we believe the push
toward electronic personal health records may be misplaced. While greater patient
involvement in their own health care is a laudable goal, without an interoperable system
through which physicians can easily interact with such records, they aren’t likely to
succeed in enhancing efficiency and safety in the delivery of care. Ultimately, it will
only recreate the current system in which it is incumbent on patients to inform their
physicians of existing medical conditions and prior history. Having a new system to

achieve that, whether through printouts or web access, may not add much. Patients who
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utilize them may be better equipped to be advocates for their own better care, though
many may elect not to use them given that their physicians won’t be able to do much with

them.

In contrast, getting physicians to prescribe electronically will create great impact for our
entire health care system. Internal unpublished research at Express Scripts has estimated
that just a single percentage point increase in generic utilization creates approximately a
one percent savings in overall drug spend. Electronic prescribing has been shown in a
number of published studies to help physician increase generic utilization by nultiple

percentage points.

As important, the recent Institute of Medicine Report, Preventing Medication Errors
(IOM, 2006), estimates that there are at Jeast 1.5 million preventable adverse drug events
per year, creating cost in excess of $3.5 billion. That report lists a number of potential
solutions which may help bring this problem under control. Among the offered solutions
are the adoption of electronic solutions by prescribers, and greater patient involvement in
their own care. These are achievable goals. Many electronic prescribing solutions
integrate solutions which allow patients to provide inputs as to their own medications,
including over-the-counter medications, which are then readily accessible to physicians
using the system. These solutions are available today. They are affordable, and they

have great potential for transforming the cost and quality of care.

We urge you to look closely at these solutions as you deliberate about how programs for
federal employees can spur change in our entire health care system.

In closing, let me reiterate our principal recommendations:

First, we believe it is imperative to clearly establish a comprehensive, federal preemptive

set of standards for electronic prescribing, leveraging industry experience and the

workable processes adopted by standards development organizations.
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Second, we urge you to help find ways to either assist physicians with the cost of
adoption of electronic prescribing, or implement appropriate incentive arrangements for
them to adopt on their own, and help push physicians toward adoption of electronic

prescribing as a logical first step toward capturing the advantages of e-health.

Finally, we recommend that any federal efforts toward the encouragement of other e-
health solutions such as personal health records or electronic medical records, make
explicitly clear that all solutions must be developed to be compatible with the e-
prescribing standards, so that physicians will be confident when adopting electronic

prescribing that other developing technologies will be compatible.

Thank you for having me here today.
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Mr. PORTER. Thank you, Mr. Paz. I appreciate your testimony.
Next we have Dr. James Crane, associate vice chancellor for clini-
cal affairs, Washington University.

STATEMENT OF JAMES P. CRANE, M.D., ASSOCIATE VICE
CHANCELLOR FOR CLINICAL AFFAIRS, CEO WASHINGTON
UNIV. PHYSICIANS FACULTY GROUP PRACTICE, WASHING-
TON UNIVERSITY SCHOOL OF MEDICINE

Dr. CRANE. Thank you, Mr. Chairman and Congressman Clay.
We appreciate you coming to Washington University Medical Cen-
ter today to hold this hearing, as well as the opportunity to discuss
the benefits and challenges of utilizing health information tech-
nology to improve both the quality and delivery of healthcare.

My name 1s James Crane. I am an actively practicing physician
and also serve as CEO of Washington University’s faculty group
practice. By way of background, our group practice is composed of
980 faculty physicians, or roughly one in every 10 physicians prac-
ticing in the State of Missouri. We are the third-largest academic
group practice in the Nation and we encompass 53 different medi-
cal and surgical subspecialties. Each year we care for nearly
300,000 patients annually, with 75 percent of our clinical activity
occurring here on the Medical Center campus and the remaining
25 percent distributed across 49 locations in suburban St. Louis
and rural Missouri and Illinois. We are the largest Medicaid physi-
cian provider in the State of Missouri and a critical provider of spe-
cialty care for the uninsured in our community.

I am here today to share with you our progress in implementing
an electronic health record for our patients, the benefits we hope
to achieve and the hurdles we face.

Many of our patients have chronic and complex medical problems
and require highly coordinated care involving multiple subspecial-
ties. This, along with the geographically distributed nature of our
clinical practice, were major catalysts in our decision to move to de-
velop an electronic health record for our patients.

As you've heard, EHRs offer many advantages for both patients
and providers. My comments today will focus on four specific ways
in which the quality and efficiency of patient care can be enhanced
by health information technology.

The first specific way is the ability to have a single integrated
patient chart. Historically, each of our 53 subspecialties here on the
campus have maintained their own paper medical records which
are stored in different locations. As you can imagine, managing
paper records for 300,000 patients seeking the care of 53 different
subspecialties across a 130-acre campus, not to mention our dozens
of off-campus clinics, is an enormous and highly complex undertak-
ing. Our EHR initiative allows us to integrate these separate paper
charts into a single integrated health record for each patient. This
insures that all of the physicians involved in a patient’s care have
full access to the information they need to make informed medical
decisions and deliver the best possible care.

The second benefit is the ability to have real-time access to a pa-
tient’s chart after-hours. Patients commonly present at nights or on
weekends with emergent and sometimes life-threatening situations.
An integrated EHR provides the treating physician with instant ac-
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cess to a complete list of the patients medical problems, their medi-
cations, and other information regarding their past medical history
that can eliminate the need for redundant testing, expedite care
and prove critical in guiding management and influencing clinical
outcomes. We have designed our EHR’s so the patients medical
record can be immediately accessed via a HIPAA-compliant secure
network from virtually any location, including a hospital environ-
ment, the emergency room, the clinic, a physicians academic office,
their home or even from out of town.

A third major benefit from my perspective is the opportunity to
enhance patient safety. As has been mentioned, the Institute of
Medicine estimates that 1.5 million Americans are injured annu-
ally by preventable medication errors. Our EHR solution includes
an e-prescribing component that guards against medication errors
via built-in logic that automatically checks for proper dosage, drug
allergies and potential adverse interactions with other medications
the patient may be taking.

Another way to enhance patient safety is via the task manage-
ment functionality built into our EHR solution. As an example, the
system automatically alerts the ordering physicians of any abnor-
mal lab results. This ensures that abnormal lab findings are acted
upon promptly and not inadvertently lost or filed without proper
physician review.

The fourth benefit I'll mention is the ability to advance medical
discovery and define best clinical practice via clinical outcomes re-
search. As a research institution, Washington University is focused
not only on providing the best care possible, but also in finding
ways to make care even better. Properly designed EHRs create a
searchable data base that can be used to answer important clinical
questions about the efficacy and the safety of new therapies and
procedures. We are designing our EHR system in such a way that
anonymous patient data can be mined, analyzed and utilized to ad-
vance the practice of medicine. Electronic retrieval of clinical data
will become increasingly important in the future as advances in
genomics allow us to tailor or personalize medical therapies to
make them more effective and reduce unwanted side effects.

Let me move on now to two key challenges and lessons learned
as we have deployed our enterprise-wide EHR at Washington Uni-
versity School of Medicine.

The first point I would like to make is the startup costs are sub-
stantial. Once fully implemented, EHRs can enhance physician and
support staff productivity and reduce operating expenses associated
with paper-record storage, dictation and transcription of physician
notes and copying and faxing of paper records to referring physi-
cians and other consultants involved in a patients care. To achieve
these improvements, the Medical School is investing $10.5 million
to implement our EHR solution across the faculty practice, an aver-
age cost of $12,445 per faculty physician. Our experience suggests
that while these gains will be sufficient to offset the ongoing main-
tenance costs for our EHR system, we will not recover the startup
and development costs. This is a significant challenge for us to
fund internally and is the major reason we are phasing in our EHR
over a 4-year period.



60

The pace of EHR adoption on a national basis would be greatly
accelerated if external public or private-sector funding were made
available to help providers defray the cost of migrating from paper
record systems to electronic format. This would also be a sound in-
vestment for governmental and private payors. For example, the
Center for Health Information Technology has estimated that uni-
versal adoption of e-prescribing across the Nation would save
payors $29 billion annually thanks to systems that automatically
alert physicians to formulary coverage and generic drug options.
While payors would be the primary beneficiary of universal e-pre-
scribing, physicians must bear the implementation and ongoing
maintenance cost for e-prescribing systems.

One of the merits of H.R. 4832 is the creation of statutory safe
harbors that would allow hospitals and payors to donate health IT
software and hardware to physicians, thereby helping to mitigate
the substantial financial costs associated with EHR adoption. As
the door is opened for the donation of technology, we believe steps
should be taken to ensure that such assistance is motivated by the
goals of improved patient care and quality and not for purposes of
competitive advantage.

Direct Federal funding to help providers implement EHRs would
serve as an even greater catalyst to facilitate the widespread physi-
cian adoption of health information technology and should be given
serious consideration.

The second point I would like to make has to deal with the com-
plexity of designing an integrated EHR. A key challenge in getting
physicians to migrate to electronic health records is demonstrating
their value. Busy clinicians must feel confident that an EHR will
enhance their ability to deliver better care and to enhance patient
safety. Physicians also need assurances that any EHR solution will
improve, not impede, physician and staff productivity. To provide
these assurances, we have taken great care to design our EHR to
meet the unique needs of each subspecialty in terms of what infor-
mation is captured and how that information is organized in an
electronic format to streamline work flow and efficiency.

We have developed a process for engaging the physician and sup-
port staff stakeholders within each subspecialty to customize the
design of our EHR to meet their particular needs. This process
takes, on average, 6 months to complete the design, train the phy-
sicians and staff and then “go live.”

We have also had to invest significant time and resources in
building interfaces with other clinical information systems to pro-
vide our clinicians with the ability to review radiology studies on-
line and to review lab results and inpatient hospital data within
a single integrated electronic record.

The take-home lesson here is that designing and building a ro-
bust EHR requires careful thought, meaningful stakeholder en-
gagement and most importantly, time. The complexity of EHR de-
velopment and implementation needs to be appreciated by Federal
leaders as they craft legislation defining timelines and standards
for electronic health records.

We recognize that legislation such as H.R. 4832 is intended to
foster the growth of interoperable health information systems. I am
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encouraged by such efforts, especially those to assist healthcare
providers in making this paradigm change.

Thank you, again, for the opportunity to share our experience
and our perspective as providers and for your understanding of
these complex and important issues.

[The prepared statement of Dr. Crane follows:]
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The ability to have a single integrated patient chart

Historically, each of our 53 subspecialties has maintained their own paper medical record
system. As you can imagine, managing paper records for 300,000 patients seeking the care
of 53 different subspecialties across a 130 acre campus, not to mention our dozens of off-
campus clinics, is an enormous and highly complicated undertaking. Our EHR initiative
allows us to integrate these separate paper charts into a single electronic health record for
each patient. This gives all of the physicians involved in a patient’s care instant access to all
relevant medical information and eliminates the need to request paper records from multiple
caregivers. Having immediate access to comprehensive patient information improves both

the quality and efficiency of medical care,

The ability to have real-time access to a patient’s chart after-hours

Patients commonly present at nights or on weekends with emergent and sometimes life-
threatening situations, creating a challenge for physicians and nurses if a medical record is
not immediately available. An integrated EHR provides the treating physician with instant
access to a complete list of the patient’s medical problems, their medications, and other
information regarding their past medical history that can eliminate the need for redundant
testing, expedite care and prove critical in guiding management and influencing clinical
outcomes. In addition, the patient’s medical record can be accessed via a HIPAA-compliant
secure network from virtually any location, including a physician’s academic office, their

home or even from out-of-town.

The opportunity to enhance patient safety

The Institute of Medicine estimates that 1.5 million Americans are injured annually by
preventable medication errors. Our EHR solution includes an e-prescribing component that
guards against medication errors via built-in logic that automatically checks for proper
dosage, drug allergies and potential adverse interactions with other medications the patient

may be taking.

Another way to enhance patient safety is via the “task management” functionality built into

our EHR solution. As an example, the system automatically alerts the ordering physician of
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any abnormal lab results. This ensures that abnormal findings are acted upon promptly and

not inadvertently lost or filed without physician review.

The ability to advance medical discovery and define “best clinical practice” via clinical
outcomes research

As a research institution, Washington University is focused not only on providing the best
clinical care possible, but also in finding ways to make care even better. Properly designed
EHR'’s create a searchable database that can be used to answer important clinical questions
about the efficacy and safety of new therapies and procedures. We are designing our EHR
system in such a way that de-identified patient data can be mined, analyzed and utilized to
advance the practice of medicine. Electronic retrieval of clinical data will become
increasingly important in the future as advances in genomics allow us to tailor or personalize

medical therapies to make them more effective and reduce unwanted side effects.

Let me move on now to two key challenges and “lessons learned” as we have deployed our

enterprise-wide FHR at Washington University School of Medicine:

b

The start-up cests are substantial!

Once fully implemented, EHR’s can enhance physician and support staff productivity and
reduce operating expenses associated with paper record storage, dictation and transcription of
physician notes and copying and faxing of paper records to referring physicians and other
consultants involved in a patient’s care. To achieve these improvements, the Medical School
is investing $10.5 million to implement our EHR solution across the faculty practice, an
average cost of $12,445 per faculty physician. Our experience suggests that while these gains
will be sufficient to offset the ongeing maintenance costs for our EHR system, we will not
recover the start-up and development costs. This is a significant challenge for us to fund

internally and is the major reason we are phasing-in our EHR over a 4-year period.

The pace of EHR adoption on a national basis would be greatly accelerated if external public
or private sector funding were made available to help providers defray the cost of migrating
from paper record systems to electronic format. This would also be a sound investment for

governmental and private payors. For example, the Center for Health Information
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Technology has estimated that universal adoption of e-prescribing across the nation would
save payors $29 billion annually thanks to systems that automatically alert physicians to
formulary coverage and generic drug options. While payors would be the primary
beneficiary of universal e-prescribing, physicians must bear the implementation and ongoing

maintenance costs for e-prescribing systems.

One of the merits of HR 4832 is the creation of statutory safe harbors that would allow
hospitals and payors to donate health IT software and hardware to physicians, thereby helping
to mitigate the substantial financial costs associated with EHR adoption.  As the door is
opened for the donation of technology, we believe steps should be taken to ensure such
assistance is motivated by the goals of improved patient care and quality and not for purposes

of competitive advantage.

Direct federal funding to help providers implement EHR’s would serve as an even greater
catalyst to facilitate widespread physician adoption of health information technology and

should be given serious consideration.

The complexity of designing an integrated EHR is significant!

A second key challenge in getting physicians to migrate to electronic health records is
demonstrating their value. Busy clinicians must feel confident that an EHR will enhance
their ability to deliver better care and enhance patient safety. Physicians also need assurances
that any EHR solution will improve, not impede, physician and staff productivity. To
provide these assurances, we have taken great care to design our EHR to meet the unique
needs of each subspecialty in terms of what information is captured and how that information

is organized in an electronic format to streamline work flow and efficiency.

We have developed a process for engaging the physician and support staff stakeholders
within each subspecialty to customize the design of our EHR to meet their particular needs.
This process takes, on average, six months to complete the design, train the physicians and

staff and then “go-live.”

We have also invested significant time and resources to building interfaces with other
clinical information systems to provide our clinicians with the ability to review radiology

studies, lab results and inpatient hospital data within a single integrated electronic record.
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The “take home” lesson here is that designing and building a robust EHR requires careful
thought, meaningful stakeholder engagement and most importantly, time. The complexity of
EHR development and implementation needs to be appreciated by federal leaders as they

craft legislation defining timelines and standards for clectronic health records.

We recognize that legislation such as HR 4832 is intended to augment federal initiatives
underway to foster the growth of interoperable health information systems. I am encouraged

by such efforts, especially those to assist health care providers making this paradigm change.

Thank you again for the opportunity to share our experience and perspective for your
understanding of these complex and important issues. [ would be happy to entertain any

questions you may have.
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Mr. PORTER. Thank you, Dr. Crane. I appreciate it. Next is Mark
Rothstein, director, Institute for Bioethics Health Policy. Welcome.

STATEMENT OF MARK A. ROTHSTEIN INSTITUTE FOR BIOETH-
ICS, HEALTH POLICY, AND LAW UNIVERSITY OF LOUISVILLE
SCHOOL OF MEDICINE

Mr. ROTHSTEIN. Thank you very much. Good afternoon, Chair-
man Porter, Representative Clay. My name is Mark Rothstein. I
am the Director of the Institute for Bioethics Health Policy and
Law at the University of Louisville School of Medicine. I am also
Chair of the Subcommittee on Privacy and Confidentiality of the
National Committee on Vital and Health Statistics, which is the
statutory public advisory committee to the Secretary of Health and
Human Services on health information policy. I am testifying today
in my individual capacity.

I am pleased to testify about the significant privacy and con-
fidentiality issues surrounding the conversion of our health records
system from paper to electronic form and the linking of electronic
health record systems through an interoperable network to create
the Nationwide Health Information Network.

Many individuals are concerned about the potential for sensitive
information to be divulged through negligent or intentional acts of
snoops, hackers, rogue employees, or—as we've seen recently—the
careless storage of sensitive information. Although these concerns
are valid and demand strong security measures, I want to focus on
more fundamental questions of privacy and confidentiality. In
short, as we move from paper to electronic records, its not just the
form of the records that will change, its the magnitude and nature
of the contents.

Today, the No. 1 protection for privacy and confidentiality of in-
dividual health information is the fragmentation of the health
records system. It would be practically impossible to aggregate all
of the paper health records for the typical adult who has lived in
several places and who has seen numerous healthcare providers for
a myriad of conditions over many years. In an electronic health
records system, however, the fragmentation will be gone. That’s a
good thing for a variety of individual and public health reasons
that you heard discussed previously. But, it will mean that with a
few key strokes, healthcare providers will be able to obtain all of
an individual’s health records. In many cases, the old records will
have no medical relevance or clinical utility to the reason the per-
son is currently being treated. Furthermore, the old records may
contain extremely sensitive information related to domestic vio-
lence reports, drug and alcohol treatment, reproductive health, sex-
u}illly transmitted diseases, mental health, and all sorts of other
things.

An even more troubling implication is the fact that individual
health records are frequently used in nonhealthcare settings. It is
common for employers, life insurers, and other third parties to con-
dition a job or an insurance policy on an individual signing an au-
thorization for the release of his or her health records. Such prac-
tices are legal. According to my research, there are approximately
25 million compelled authorizations in the United States each year.
Today, sensitive health information is disclosed to numerous enti-
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ties, many of which are not covered under the HIPAA Privacy Rule.
In the future, the volume and detail of these records will increase
greatly.

In designing the NHIN, individuals need to be given a meaning-
ful say in how their records are linked and disclosed. To date, how-
ever, there has been inadequate consideration of the specific rights
of individuals to, for example, opt in or out of the NHIN or to con-
trol what records are disclosed and to whom. There also has been
little effort in researching the feasibility of privacy-enhancing tech-
nologies that could be incorporated into the NHIN. If such meas-
ures are not included within the NHIN architecture, it may be too
late or prohibitively expensive to add these features in the future.

Mr. Chairman and Representative Clay, our health records sys-
tem and our healthcare system in general are based on the trust
that individuals have in their physicians, nurses, and other profes-
sionals to safeguard their confidential information. If we develop an
interoperable, comprehensive health records system that under-
mines patient trust, then the political support for the NHIN will
be destroyed, and substantial numbers of individuals are likely to
engage in defensive practices to protect their privacy that could
jeopardize their own health and also the health of the public. I
thank the members of the subcommittee, and I look forward to
your questions.

[The prepared statement of Mr. Rothstein follows:]
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MR. CHAIRMAN and members of the Subcommittee. My name is Mark Rothstein. [ am
the Herbert F. Boehl Chair of Law and Medicine and Director of the Institute for
Bioethics, Health Policy and Law at the University of Louisville School of Medicine. 1
am also Chair of the Subcommittee on Privacy and Confidentiality of the National
Committee on Vital and Health Statistics, the statutory public advisory committee to the
Secretary of Health and Human Services on health information policy. [ am testifying
today in my individual capacity.

I am pleased to testify about the significant privacy and confidentiality issues surrounding
the conversion of our health records system from paper to electronic form and the linking
of electronic health record systems through an interoperable network to create the
Nationwide Health Information Network (NHIN).

Many individuals are concerned about the potential for sensitive information to be
divulged through negligent or intentional acts of snoops, hackers, rogue employees, or —
as we’ve seen recently in other contexts — the careless storage of sensitive information,
Although these concerns are valid and demand strong security measures, I want to focus
on more fundamental questions of privacy and confidentiality. In short, as we move from
paper to electronic records, it’s not just the form of the records that will change — it’s the
magnitude and nature of the contents.

Today, the number one protection for privacy and confidentiality of individual health
information is the fragmentation of the health records system. It would be practically
impossible to aggregate all of the paper health records for the typical adult who has lived
in several places and who has seen numerous health care providers for a myriad of
conditions over many years. In an electronic health records system, however, the
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fragmentation will be gone. That’s a good thing for a variety of individual and public
health reasons. But, it will mean that with a few key strokes, health care providers will be
able to obtain all of an individual’s health records. In many cases, the old records will
have no medical relevance or clinical utility to the reason the person is currently being
treated. Furthermore, the old records may contain extremely sensitive information related
to domestic violence reports, drug and alcohol treatment, reproductive health, sexually
transmitted discases, mental health, and other matters.

An even more troubling implication is the fact that individual health records are
frequently used in non-health care settings. It is common for employers, life insurers, and
other third parties to condition a job or an insurance policy on an individual signing an
authorization for the release of his or her health records. Such practices are legal.
According to my research, there are approximately 25 million compelled authorizations
in the U.S. each year. Today, sensitive health information is disclosed to numerous
entities, many of which are not covered under the HIPAA Privacy Rule. In the future, the
volume and detail of these records will increase greatly.

In designing the NHIN, individuals need to be given a meaningful say in how their
records are linked and disclosed. To date, however, there has been inadequate
consideration of the specific rights of individuals to, for example, opt in or out of the
NHIN or to control what records are disclosed and to whom. There also has been little
effort in researching the feasibility of privacy-enhancing technologies that could be
incorporated into the NHIN. If such measures are not included within the NHIN
architecture, it may be too late or prohibitively expensive to add these features in the
future.

Mr, Chairman, our health records system and our health care system in general are based
on the trust that individuals have in their physicians, nurses, and other professionals to
safeguard their confidential information. If we develop an interoperable, comprehensive
health records system that undermines patient trust, then the political support for the
NHIN will be destroyed and substantial numbers of individuals are likely to engage in
defensive practices to protect their privacy that could jeopardize their own health and the
health of the public.

I thank the members of the Subcommiittee, and 1 look forward to your questions.
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Compelled Disclosure of Health Information
Protecting Against the Greatest Potential Threat to Privacy

Mark A. Rothstein, JD
Meghan K. Talbott, JD

N 2004, PRESIDENT BUSH CALLED FOR WIDESPREAD ADOP-

tion of interconnected electronic health records (EHRs)

within 10 years.! The US Department of Health and Hu-

man Services (FIHS) has been charged with leading these
efforts, including developing the Nationwide Health Infor-
mation Network (NHIN). Although the specifics of the NHIN
and its component organizations are still being developed,
it is envisioned as a public-private partnership of health in-
formation organizations using common electronic for-
mats, thereby enabling ease of access to EHRs through any
secure portal. The NHIN will link health records main-
tained in hospitals, physicians’ offices, clinics, and other
locations.

In concept, an interconnected system of EHRs will ben-
efit patients, clinicians, and the public. For patients, EHRs
will provide ready access to personal health information, fa-
cilitate active management of care, enable use of telehealth
services, permit better disease management, and allow for
greater choice in health care. For clinicians, EHRs will save
time in obtaining patient histories, permit writing of pre-
scriptions electronically with greater accuracy, help re-
duce medical errors, and ease coordination of care. For the
public, EHRs will permit real-time public health surveil-
lance, allow for distribution of evidence-based standards
of care tailored to each patient, and facilitate outcomes
research.

However, the potentially easy access to large volumes
of identifiable health information through interconnected
EHRs also raises serious concerns about privacy and con-
fidentiality. Most officials? and commentators®® recognize
the importance of ensuring health privacy in the NHIN,
but privacy analyses have centered on computer security
issues® and whether to provide individuals with some
level of control of the content of their health records.®
iittle or no attention has been given to mechanisms to
prevent the disclosure of sensitive health information
with no current clinical usefulness when third parties
compel individuals to disclose their health information.®
Although compelled disclosures have been largely unex-
amined, they must be controlled to protect health privacy
and confidentiality.

2882 JAMA, june 28, 2006-Vol 295, No. 24 (Reprinted)

Legal Framework

In the United States, laws to protect health information pri-
vacy and confidentiality are largely designed to protect against
snauthorized access to, use of, and disclosure of personal
health information. A variety of state and federal laws at-
tempt to make health information secure from snoops, hack-
ers, and rogue health care employees.” Some laws specify
the form in which health records may be stored or trans-
aitied; other laws attempt to punish unauthorized access
through civil or criminal sanctions.® Although these laws
are valuable, they fail to address the compelled, authorized
disclosure of personal health information.

As a condition of applying for employment, various types
of insurance, and certain benefit programs such as Social
Security Disability lnsurance or workers’ compensation, mil-
lions of Americans each year sign authorizations for the re-
lease of vast amounts of personal health information main-
wined in files at physicians offices, hospitals, and other health
care settings. There can be no effective protection of health
privacy and confidentiality unless compelled, authorized dis-
closures of health information are regulated. Yet legally and
practically, this will be difficult to accomplish.

Few current laws place any restrictions on the scope or
level of detail of information that third parties may require
individuals to release pursuant to an authorization. Even if
there were legal restrictions, it would be practically impos-
sible in most instances for the custodians of heaith records
to limit the disclosure. Typical paper-based health records,
such as most hospital and physician office records, are
often a montage of disparate reports and clinical encoun-
ters involving wide-ranging conditions over a prolonged
period of time. The records may intermingle routine clini-
cal data with sensitive information such as mental health,
genetic test results, sexually transmitted diseases, human
immunodeficiency virus (HIV) antibody status, sexual
history, history of abortions and other reproductive mat-
ters, domestic violence, and drug and alcohol abuse. The
disclosure of such sensitive health information to entities
without a treatment relationship, without a need to know,
and for nonmedical purposes may lead to embarrassment
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and stigma. The mere possibility of such a disclosure also
may lead individuals to forge some potentially beneficial
medical tests and procedures or even medical care alto-
gether.”

Health Insurance Portability and Accountability Act. Pur-
suant to the Health Insurance Portability and Accountabil-
ity Act of 1996 (HIPAA),” the HHS promulgated Stan-
dards for Privacy of Individually Identifiable Health
Information (Privacy Rule)." The Privacy Rule applies only
to 3 classes of “covered entities™ (health providers, health
plans, and health clearinghouses {which standardize the for-
mat of health claims information]).” With a few excep-
tions, the Privacy Rule does not limit who may request or
require an authorization. Although covered entities gener-
ally may not condition the provision of health care on the
signing of an authorization,” the Privacy Rule permits health
plans to condition enrollment on the provision of an au-
thorization. It also does not prohibit noncovered entities,
such as employers and life insurers, from making execu-
tion of an authorization a condition of commencing em-
ployment or applying for insurance.

Americans with Disabilities Act. The employment pro-
visions of the Americans with Disabilities Act of 1990 (ADAY*
attempt to regulate the flow of health information 1o em-
ployers so that individuals with disabilities may be consid-
ered for employment based on their abilities before an em-
ployer may consider an individual’s actual or perceived
limitations. Under the ADA, an employer's access to an in-
dividual’s health information depends on the time at which
the information is sought. After a conditional offer of em-
ployment, an employer is permitted to inquire into the health
status of the individual and may require the individual to
submit to & medical examination performed by a clinician
of the employer's choosing.’”® The ADA also does not pro-
hibit employers from requiring that the individual sign an
authorization to disclose to the employer or its designee all
of the individual’s health records maintained by any past
or current clinician. Itis unlawful for an employer to with-
draw a conditional offer of employment for a health-
related reason unless the individual, even with reasonable
accommodation, is unable to perform the essential func-
tions of the job.' Consequently, an emplover is entitled to
receive health information of a broader scope than itis per-
mitted to use. State disability discrimination laws generally
follow the same framework as the ADA.

Other Laws. Most states have laws restricting the disclo-
sure of HIV/AIDS information without individual con-
sent.!” Federal regulations also prohibit the unauthorized
disclosure of substance abuse treatment information.'* Laws
regulating insurance do not restrict the scope of health in-
formation insurers may obtain in applications or claims pro-
cessing. ' Even when there are legal restrictions, such as many
workers’ compensation laws,* it is usually not feasible for
a clinician or health record custodian to isolate the claims-
related information in a large medical record.

©2006 American Medical Association. All rights reserved.
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Compelled Authorizations

It is impossible to calculate the precise number of com-
pelled authorizations for disclosure of health records in the
United States each year, but the figure is likely in the mil-
lions. Compelled autherizations are required for many pur-
poses, including employment entrance examinations, indi-
vidual health insurance applications, individual life insurance
applications, individual long-term care insurance applica-
tions, individual disability insurance applications, indi-
vidual and group disability insarance claims, automobile in-
surance personal injury clairas, Social Security Disability
Insurance applications, workers’ compensation claims, vet-
erans’ disability claims, and personal injury lawsuits.

Effects of Compelled Disclosures

Disclosure of sensitive health information may result in
the inability to obtain insurance or employment. In addi-
tion, individuals may experience embarrassment, humilia-
tion, shame, anxiety, and depression if their health secrets
are revealed, That is why many individuals withhold some
sensitive health information from their loved ones, closest
friends, and even their physicians, Yet these individuals
may not be able to withhold sensitive health information
from other unknown third parties if they want to he con-
sidered for employment, other essential life activities, or
insurance.

Assuming that the non-health care entities to which the
disclosures are made are diligent in limiting access to indi-
viduals with aneed to know, there is still cause for concern
about disclosure. For example, in small towns the insur-
ance agent or the human resources manager at a prospec-
tive employer may also be the individual's neighbor or friend.
At small corupanies, even in large cities, most or all of the
employees know each other. Furthermore, once disclosure
of health information is made to an entity not covered by
HIPAA pursuant to an authorization, HIPAA does not pro-
hibit the redisclosure of the information,

Confidentiality is a foundational principle of medical
ethics. Modern health care would be exceedingly difficult
if patients were not willing to disclose sensitive informa-
tion to their physicians, but patient disclosure is founded
on the belief that the physician will not wrongfully dis-
close the information. In the Oath of Hippocrates, physi-
cians pledge that they will never reveal the secrets of their
patients. A similar provision appeared in the American
Medical Association’s first Code of Ethics in 1847,% and
comparable statements have been included in the codes of
ethics of physicians, nurses, dentists, and other health pro-
fessionals ever since.”

There is ample evidence that concern about confidenti-
ality adversely affects health care. According to a 1999 Cali-
fornia Health Care Foundation study,” I in 6 Americans
reported that they had taken some sort of evasive action to
avoid the inappropriate use of their health information by
providing inaccurate information to a physician, changing
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physicians, or avoiding care altogether. A follow-up study
in 2005 by the foundation found that, despite the interven-
ing enacument of the HIPAA Privacy Rule, 1 in 8 Ameri-
cans still engaged in evasive action to protect health pri-
vacy, even though doing so may present a risk to their
health,* Vulnerable patients (eg, minors) and individuals
with potentially stigmatizing medical conditions (eg, HIV
infection, substance abuse, and mental illness) may be even
maore likely to forgo care that is essential for their own health
and the health of the public.

Contextual Access Criteria

By aggregating and disseminating comprehensive health in-
formation, EHRs and the NHIN present challenges to health
privacy and confidentiality. The development of new health
information technology, however, also creates a unigue op-
portunity to enhance privacy and confidentiality by design-
ing ways to limit the scope of disclosures for nonmedical
purposes.

Contextual access criteria enable holders of individual
health information to limit the scope of disclosures for non-
medical purposes based on the type of information needed
by the third party. For example, contextual access criteria
would enable disclosures to life insurers to include only
health information relevant to mortality risk. Similarly, em-
ployers would be able to access only health information rel-
evant to an individual's ability 10 perform specific job-
related functions.

Contextual access criteria is a concept, not an available
technology. Although there is reason to believe contex-
tual access criteria could be successfully developed,
experts in health information systems design must con-
duct research and undertake pilot testing before possibly
incorporating this technology inte the NHIN. Unfortu-
nately, no such initiatives are being pursued in the public
or private sectors.®

Should such initiatives develop, systems design experts,
third-party users of health information (eg, employers, in-
surers), clinicians, health care organizations (eg, hospitals,
health systems), consumer and privacy representatives, and
government officials need to collaborate in developing stan-
dards for each application of contextual access criteria. The
applications will vary in difficulty of design and implemen-
tation. For example, life insurance may be one of the easi-
est applications because life insurers are interested in a single
medical determination (mortality risk). By contrast, em-
ployment is likely to be the most complicated application
because there are thousands of different job classifications
with different physical and mental demands.

Undoubtedly, there will be political concerns to ad-
dress. Some current recipients of complete health records
are likely to oppose any limitations on their prerogatives.
On the other hand, contextual access criteria may be wel-
comed by some third-party users of health information for
legal and practical reasons. For example, employers often

2884 JAMA, June 28, 2006-—Vol 293, No. 24 (Reprinted}

receive more personal health information pursuant to an au-
thorization than they can legally use. [f an HIV-positive jn-
dividual applies for a typical job, state and federal law would
preclude the employer from using the individual’s HIV sta-
tus in deciding emaployability. Any adverse action against
the individual could result in a lawsuit because the indi-
vidual might assume that the basis for the employer’s ac-
tion was his or her HIV status. With contextual access cri-
teria, however, employers could avoid potential liability by
receiving only job-related health information.

The use of contextual access criteria also promotes indi-
vidual and population health. Limiting the disclosure of sen-
sitive health information to third parties witl reduce the in-
centive for patients to engage in defensive practices by
withholding information from their treating physicians. Fur-
thermore, there are significant intangible benelits to core
health care values, such as justice and respect {or persons,
when a society not only espouses a commitment to privacy
and confidentiality, bul actually takes the steps to imple-
ment a systern to ensure that the rhetoric becomes a real-
ity. Ultimately, protecting privacy and confidentiality through
contextual access criteria will be complicated and depend
on developing the health information technology, enact-
ing legal provisions to restrict the scope of permissible dis-
closures of health information to third parties for nonmedi-
cal uses, and applying more specific medical evaluation
criteria by third-party users.

Conclusions

Currently, the leading protection for privacy and confiden-
tiality of personal health information is the fragmentation
of paper-based health records. It is virtnaily impossible to
locate and collect all of an individual's medical records stored
by different clinicians and health care organizations (eg, hos-
pitals, health systems) in different geographical areas. The
older the records, the more difficult they would be 1o ac-
cess. Thus, most individuals generally can be confident that
years- or decades-old, sensitive health information that may
have no current clinical usefulness is unlikely to be dis-
closed when they authorize release of their medical re-
cords for employment or insurance purposes.

However, the world of health information technology is
rapidly changing. Interconnected networks will soon have
the capacity to link easily and instantly EHRs from numer-
ous locations kept by diverse clinicians and health care en-
tities. Privacy and confidentiality protection through frag-
mentation will no longer exist. One possible replacement
will be a system in which disclosures to third parties for pur-
poses unrelated to health care will be comprehensive and
longitudinal, with all requestors receiving the complete health
records of the individual. Another possibility is that con-
textual access criteria will enable the disclosure only of rel-
evant health information, granting authorized third parties
access to necessary health information but keeping other
information confidential.

©2006 American Medical Association. All rights reserved.
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The decision about which vision to embrace must be made
over the next several months, Contractors selected by the
HHS already have begun work on initial system design pro-
posals for the NHIN. If privacy and confidentiality protec-
tions are not part of the architecture of the NHIN, it will be
very difficult, and perhaps cost-prohibitive, to add privacy-
enhancing features to the system in the future. Further-
more, without a mechanism to limit the scope of disclo-
sures to third parties pursuant to an authorization, the
creation of the NHIN has the potential to result in a major
Joss of privacy and confidentiality.
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Committee on Government Reform
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Using Information Technology: For the Health of It

Testimony by James P. Crane, M.D.
Associate Vice Chancellor for Clinical Affairs
CEO, Washington University Physicians Faculty Group Practice
Washington University School of Medicine

Mr. Chairman and Congressman Clay, thank you for the opportunity to appear before you to
discuss the benefits and challenges of utilizing health information technology (HIT) to improve

the quality and delivery of health care.

My name is James Crane. I am an actively practicing physician and also serve as CEO of
Washington University’s faculty group practice. QOur group practice is composed of 980 faculty
physicians or roughly one in every 10 physicians practicing in the State of Missouri. We are the
third-largest academic group practice in the nation and we encompass 53 different medical and
surgical subspecialties. We care for nearly 300,000 patients annually with 75% of our clinical
activity occurring here on the Medical Center campus and the remaining 25% distributed across
49 locations in suburban St. Louis and rural Missouri and [linois. We are the largest Medicaid
physician provider in the State of Missouri and a critical provider of specialty care for the

uninsured.

1 am here today to share with you our progress in implementing an electronic health record (EHR)

for our patients, the benefits we hope to achieve and the hurdles we face.

Many of our patients have chronic and complex medical problems and require highly coordinated
care involving several of our physicians. This, along with the geographically distributed nature of

our clinical practice, were major catalysts for implementing an electronic health record.

EHR’s offer many advantages for both patients and providers. My comments today will focus on

four specific ways in which the quality and efficiency of patient care can be enhanced by HIT:
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Mr. PORTER. Thank you very much. We appreciate your testi-
mony. I will open up the questions from the panel. And due to
time, we will be submitting additional questions for you to respond
to after today’s meeting.

Mr. Clay, would you have any questions?.

Mr. CLAY. I would like to start with Mr. Paz. Your testimony was
pretty compelling, and I know that a major concern within your in-
dustry is that many States have different E-prescribing standards
that are not uniform with Federal standards authorized for Medi-
care. Please explain to us how this impacts your business and serv-
ices provided. Is legislation required to harmonize Federal and
State standards as some have proposed, or are current HHS E-pre-
scribed standards adequate to meet the needs of our——

Mr. Paz. Yes, Congressman Clay. In response to your question,
I would say that there are several limiters for physician adoption
of electronic prescribing. One that is often cited is that of trying to
get a universal standard, because the concern is that to the extent
that the one that exists in the Medicare Modernization Act doesn’t
necessarily comport with all State laws. It has to be—it has to fit
both of those two different standards. As you know, the State phar-
macy boards often regulate those type areas and impact on the leg-
islation that’s ultimately passed.

And when we look at that, we see that many different physicians
are more reluctant to adopt the technology because, again, they
don’t want to go through the cost and the hassle of implementing
if in fact they don’t know for sure what the ultimate end game is
going to be. I think if we could standardize the end game, we have
a much better chance of getting adoption by the physicians.

Mr. CLAY. How about in your business, the interoperability be-
tween you and your competitors? Is that easy for you-all to commu-
nicate, to do comparison of E-script, I guess, with your patients and
maybe you-all have common patients, share patients, can you all
communicate now?

Mr. Paz. Yes, us and our two largest competitors. There are
three large prescription benefit managers in the United States: Ex-
press Scripts, Medco Health Solutions and Caremark. The three of
us have come together and standardized the process through an en-
tity call RxHub which we each have funded in order for it to help
identify a standard process in this vein. So to the extent that you
are a member or your prescription is managed by any one of the
three of us, that data is there. It is on the standardized format.
Any type of device that accesses that data can go into the RxHub
and find out which of our different plans actually exist, and from
that we can gain eligibility data, prescribing information on that
individual, a whole wealth of data that can really have a very posi-
tive outcome on that member’s—that patient’s ultimate health out-
come.

Mr. CLAY. Thank you for the response.

Dr. Crane, we have just passed the first anniversary of Hurri-
cane Katrina, and in a few days we will mark the fifth anniversary
of the 9/11 attacks. One of the lessons that we learned from these
national tragedies is that in case of a terrorist attack or a major
national disaster, emergency responders are hampered by a lack of
information and inability to communicate with each other quickly.
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From the homeland security perspective, in a national emergency,
how valuable would a secure national electronic health records net-
work be for emergency room physicians and other medical provid-
ers?

Dr. CRANE. I would think again, it would be extremely valuable,
Congressman Clay, to be able to access patient information like
that in such situations. I would say that I think the issue of disas-
ter preparedness is more complicated than that. We had the experi-
ence here in St. Louis after Katrina. While we weren’t directly af-
fected, we mobilized and staffed a command center out at the air-
port, and that was a demonstration to me, again, of perhaps there
were opportunities to improve our preparedness just to be able to
manage and staff a facility such as that, mobilize the manpower,
for example, to be able to staff such a facility. And recently we had
a severe heat wave and power outage in the St. Louis area and I
think we did a little better that time around. There were some of
the emergency rooms in the area that stopped accepting new pa-
tients, some hospitals that had to stop admitting new patients, and
we learned some lessons from Katrina. But I believe there is still
opportunity to improve.

To answer your question, I think, again, it could be extremely
valuable. We have to make sure that the system not only exists but
they can be operated in emergency situations. You have to have re-
dundant facilities. And one of the concerns in this area would be
an earthquake. So wherever that information is housed is im-
pacted, again, having a system in and of itself is not very helpful.

Mr. CrAY. I am sure your experience with the Katrina evacuees
was very difficult to piece together their medical history once they
arrived here.

Dr. CRANE. Absolutely.

Mr. Cray. Thank you very much.

Mr. PORTER. I want to talk about one of the success stories for
the moment of Katrina, and in the hours before Rita, Blue Cross
Blue Shield transferred about 800,000 of their insurer’s files from
manual to electronic data form literally in 4 days. That’s true of
the success of the industry, 800,000 in 4 days. I know that concern
about losing files in that natural disaster. And I know you men-
tioned Homeland Security and how critical that is.

We experience a challenge in our community of Nevada with 40
million visitors a year in a State of about 2.2 million people. Of
course, a lot of folks who travel aren’t sure about all their health
information. And I've had a number of meetings and hearings in
Nevada, and if I could mention Colorado, but probably 10 to 12 per-
cent of the visitors to our emergency rooms in Nevada are visitors
for different reasons. Unfortunately a lot of folks don’t know what
their information is. And as I mentioned in my opening statement,
may not even be conscious for some health related reasons. So it
is difficult.

What I saw today at Barnes-Jewish Hospital is really an exam-
ple of where we need to be around the country. I know that a lot
of companies don’t have the ability—or healthcare providers don’t
have the ability to do what the hospital has done here, but it truly
is an example. If more of those in the private sector would do what
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the hospital is doing here, we wouldn’t need to be having hearings
by the way because they have done a tremendous job.

But a concern that I have is privacy. I hear all the time, espe-
cially as we are looking at the Federal employees, with the em-
ployee labor organizations, and they are very concerned. I know
that we trust our banks and our financial institutions and our
ATM machines and maybe we shouldn’t but we do. We trust that
information when we enter—when I check on my mortgage or
check on other financial tools that I have, I go to the Web. I am
wondering in healthcare, probably one of the bigger areas of con-
cern is if you are in a hospital bed and there is a chart sitting out-
side your door, there really is access to information, and I think
what we learned at least this morning, a Xerox machine can copy
a lot of papers in a hurry so there is not a whole lot of privacy,
even though they try in a hospital setting. But I guess my question
has to do with how we can eliminate some of these fears on the
security side. Can we trust our financial institutions? It seems to
me the only one that has all of our health information—or the only
one that doesn’t have the health information is the individual. Ev-
erybody else has it. But what can we do to provide more security?
I know this is your area. Could you help us a little bit, Mr.
Rothstein?

Mr. ROTHSTEIN. Yes. I would be happy to try. I think security is
a major concern of the public. And actually if you see polls or do
them yourselves as I have done of the public and you ask them are
you concerned about health privacy, they tell you, yes, I'm worried
about somebody hacking into my records. So what they associate
as privacy really is, as you mentioned, security.

There are all sorts of technological proposals and possible solu-
tions to make them more secure. But you raised, I think, a very
good point relative to, how do you build the public’s confidence that
whatever measures we would come up with really do work. That
I think takes a major effort that we have not yet been willing to
undertake.

For example, when we enacted HIPAA and put the privacy rule
into place, there was very little in the way of public and profes-
sional education. If we don’t do a better job with the NHIN, then
I'm afraid we’ll have all these doubts that you suggested might
occur. And so the public really needs to have a degree of confidence
that their records will not be wrongfully disclosed. The only way
we can do this is to make sure that people have a role in formulat-
ing what the rules are and also that they get good information
about what the protections are that are in place.

Mr. PORTER. I guess what concerns me is that, again, my infor-
mation is available to the world right now. I can’t get it as an in-
surer or a patient, but everyone else can get my information. It
seems to me that we can put in technology safeguards where actu-
ally I could see the information for once, and not unlike Barnes-
Jewish where there is a log of anyone that checks in, any informa-
tion there is a log, and anyone that checks in has to have the prop-
er credentials, it seems to me that we can provide that protection,
but why is it that we trust our banks but we would not trust our
healthcare?
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Mr. ROTHSTEIN. Well, I think for many people healthcare infor-
mation is conceived of being even more sensitive than financial in-
formation. You have some kinds of illnesses that are tremendously
stigmatized and that, for example, could result in someone losing
their ability to get health insurance or life insurance or employ-
ment or all sorts of other things. Or they fear this, whether it will
actually happen or not. So I think health information is sort of in
a special category that people are more worried about. And also, it
is much more complicated and complex than financial information.
It goes over a long period of years and it has many different dimen-
sions than most people’s financial information. And I think what
happens to that, people don’t really understand.

Mr. PORTER. With our financial records, if the credit reporting is
wrong, we fix it. With healthcare, we have no idea what informa-
tion they have and they could be providing improper information
now because we don’t know what it is.

Mr. ROTHSTEIN. That’s right, and under the privacy rule you
have a right to suggest corrections, but you don’t have a right to
make those corrections. And, in fact, many healthcare providers
have informally or formally adopted the policy of never making cor-
rections to records because they think it is going to be a bad prece-
dent. So they will take you—if you want to put something in your
file, fine, but we are not changing what’s already in our file, even
if it misidentifies a person or has somebody else’s lab results, they
tend to stay in there and you can object and suggest a correction.

My main concern about privacy is the scope of the information
and who gets it. There are lots of people who have, that is third
party entities, not healthcare people, who have a legitimate inter-
est in individual’s health information, but not the comprehensive
cradle to grave healthcare information. We currently have no way
of restricting the amount of information that is disclosed. So as a
practical matter, even if I have an enlightened employer or an en-
lightened insurance company and they say send me Mark’s
healthcare information that’s related only to this topic, don’t send
me the rest, there is no way to do that. I am concerned that we
are putting into effect an electronic system that doesn’t have that
capacity either. The amount of information that will be disclosed is
going to be much more great.

Mr. PORTER. I think there is presumption and reality and I think
they are two different issues, but do you think there is the ability
to protect this information if done properly.

Mr. ROTHSTEIN. I think there is. Unfortunately, we haven’t spent
any money in the private or public sectors researching and trying
to develop the technology that would allow us, for example, to de-
velop what’s called contextual access criteria. This was one of the
recommendations of the National Committee on Vital Health Sta-
tistics, the secretary in our June letter, and what this would do,
this would be a way of designing information to segregate it into
various categories, and so that when someone says I have a Work-
ers’ Compensation claim that was filed, then the orthopedic infor-
mation and so forth would go and other kinds—I'm told in a hear-
ing from the designers of the NHIR, this could be done, but there
is no push to do that.
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We also think that there should be in the healthcare uses role-
based access criteria. Now, most of the integrated healthcare sys-
tems such as Wash U, and I assume this is the case and I am as-
sure Dr. Crane will correct me, even though the people at Wash U
Medical Center, if their healthcare providers have a right to see pa-
tient’s records, they don’t have the same right of access depending
on what their job category is. So, in other words the food service
workers don’t get to see the full records. The billing clerks don’t get
to see the full records but the physicians do. What we’ve suggested
is that when records are transported via the NHIN downstream to
somebody else, that those protections go with them. So that records
that are discovered or obtained through the NHIN also come with
a capacity and the restrictions of these role-based limitations. Un-
less we built that into the system, we’re going to have a system
that provides less privacy protection than the individual healthcare
systems that we have.

Mr. CrAY. Thank you, Mr. Chairman. Mr. Powner, we know that
at least 50,000 Americans die needlessly each year because of med-
ical errors due to incomplete or inaccurate medical records, lack of
coordination of care between providers and unforeseen drug inter-
actions. Any estimate on how many lives you think could be saved
if we have any national health IT?

Mr. POwNER. I think when you look at the national statistics, it
is in the tens of thousands of people that die annually due to medi-
cal errors. It is clear, we don’t have exact numbers, but clearly you
are talking tens of thousands that could clearly be affected due to
the current errors that exist.

Mr. CLAY. Let me ask you about the NHIN that Mr. Rothstein
just mentioned it. Can you identify the flaws in the NHIN planning
efforts concerning issues of security, reliability and long-term integ-
rity, and would you agree that the NHIN, once created, should be
considered a component of our Nation’s critical infrastructure, isn’t
it no different in concept than an electric grid serving a region.

Mr. POWNER. Representative Clay, first of all, when you look at
the NHIN it is currently in a prototype phase, so it is unclear ex-
actly what the security measures will be. I know that’s being
looked at and I know Mr. Rothstein referred to that.

It is important, though, when we look at the NHIN that we build
security in. We focused on security standards. We engineered in up
front many years of looking at information security at the Federal
agencies. That’s one of the big problems, we don’t engineer it up
front and then we pay 10 times later down the road after we found
out about the security vulnerabilities. So that will be key going for-
ward when we look at our approach for the NHIN.

Now, your question in regards to critical infrastructure protec-
tion: Public health in the healthcare industry since the mid 1990’s
has been considered critical infrastructure along with the electric
power grid, with our transportation systems, with chemical infra-
structure. That’s been called for in Presidential directives and Ex-
ecutive orders as well as laws that currently exist with Homeland
Security.

The healthcare industry, similar to what we are discussing here,
is behind the curve when it comes to securing our critical infra-
structures. Public health, clearly when you look at public health
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perspectives, that’s critical infrastructure. Those of us who work in
the critical infrastructure arena are very concerned about—when it
is not a natural disaster but if it is a terrorist activity and you
have a physical attack and then you attack the response mecha-
nisms. So we talked about the benefits with Katrina where we
have electronic health records that are now automated. If you actu-
ally had some cyber disruption, that could really wreak havoc. So
clearly it should be considered critical infrastructure, but clearly
the industry needs to move forward as our electric industry, the
chemical industry and some of the others in advancing security in
terms of critical infrastructure protection.

Mr. CLaY. Thank you. Mr. Green, a question. As a member of the
AHIC panel, and since HHS declined to provide a witness today,
I thought I might ask you a question about the panel activities.
The AHIC (inaudible) for HHS to review and accept. These include
standards for secure messaging, lab information transactions and
certification of vendor products. As an AHIC participant, can you
update us on the status of the recommendations and if the final
standards have been developed.

Mr. GREEN. Representative Clay, I will sort of point out, I am not
the best person to speak to this. But I can say that we, as members
of the work group on consumer empowerment and being involved
in the program that the standards—all of the recommendations
that came from the work group require that standards be in place
in order for many of the initiatives to be underway. It is my under-
standing that the first set of standards are scheduled to be issued
this month.

Mr. CrAY. Thank you for that response.

Mr. PORTER. I have one additional question. What do you think—
from the Federal side, what do you think we need to do to help ex-
pedite the implementation of the HIT across the country? What
else can we do?

Mr. POWNER. Mr. Chairman, I think a couple things here. First
of all, we need a clear strategy, a game plan going forward. We
need a clear strategy going forward. Your focus is on leveraging,
the Federal Government, we clearly need to do that. We need to
create incentives for the private sector to participate and partner.
I think it was mentioned by several of our panelists here, your leg-
islation looking at grants and loan programs, that’s a good one. It
has been suggested that we offer tax incentives for providers who
are implementing IT. If got serious about the incentives, we could
help move the marketplace. If we got serious about leveraging the
Federal Government as a purchaser and provider—I mean, we
have 100 million people who are provided services through Federal
healthcare programs. That would do a lot. Those would be the key
items.

Mr. PORTER. What do you think, Mr. Green?

Mr. GREEN. Well, of course, my view is pretty parochial. 'm more
interested and have responsibility for Federal employees and retir-
ees and their families and their healthcare. But I do support the
idea that the government should lead by example, and the Execu-
tive order that the president signed, the legislation that you each
have proposed would help forward that. We are very large pur-
chasers. My understanding is that one-quarter of all U.S. citizens
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have health insurance through the Federal Government, so that
can drive the marketplace. And of course, the reason that we are
interested and we are doing this, is because it is—makes good
sense for our program and for our enrollees. So hopefully if that
can also further the overall effort, that’s even better.

Mr. PORTER. Thank you.

Mr. CrAy. Thank you, Mr. Chairman. Mr. Paz, just kind of a
final question that may help summarize some of what we heard
today, we are hopeful that this national health IT system could
save at least $80 billion per year in precious healthcare dollars.
What impact would that money have if applied to closing the
healthcare disparities gap among minorities and low-income Ameri-
cans, and could be savings that also provide a way to help cover
the 46 million Americans who don’t have any health insurance. I
don’t know if you have given that any thought, but if you have,
could you shed some light on it for folks.

Mr. PAz. Absolutely, Congressman Clay. A couple things. First of
all, to digress just slightly, since we are on the anniversary of the
hurricane last year, I think it is important to note the value of elec-
tronic data and what exists today. When we look at what happened
in New Orleans and the surrounding areas, many of the people
were displaced. Many diabetics without insulin, many people in
need of their heart medications. We at Express Scripts worked
through the Labor Day weekend and worked with many of the
boards of pharmacies. The States did a fabulous job, in my opinion,
and also working together in order to relax those standards which
require before a prescription can be dispensed that they could go
back and look at our prescription drug data. So as an example, an
individual who might be in Oklahoma City or here in St. Louis or
in Minneapolis or anywhere else in the country, if we could show
that person had an insulin prescription delivered within the last 6,
8 months, same thing with different medications, that the boards
of pharmacy waive those rights so they didn’t have to find a local
doctor to write a prescription. I think that’s a small testament to
what actually—both the States working together with the private
sector in order to develop solutions for people that were in great
need. But it did take—it did utilize the electronic information that
exists today. Now, to the extent that we can make that even more
robust and get it in the hands of the prescribing physician, I think
there is a tremendous opportunity here.

With respect to saving money, at Express Scripts, some of the
studies that we have done, we believe that there could be a generic
fill rate in excess of 70 percent in the marketplace today. On aver-
age, that number is running slightly north of 50 percent. For every
1 percent reduction means about a 1 percent reduction over all
drug trends. Many physicians are influenced by the pharmaceutical
manufacturers and the very expensive branded products coming to
market. Sometimes those are required, but often the generic solu-
tions are quite—are quite sufficient.

I think to the extent that we can utilize that information that
exist today to inform the physician of the opportunities that exist
out in the marketplace, it could free up significant—millions and
millions of millions of dollars to then further help with those areas
that you referenced, such as the needs of the uninsured. We still
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have multiple, multiple layers of uninsured that exist today. And
again, through the use of generics and other medication and access
opportunities, I think it will go a long way to improving the health
of millions of Americans today.

Mr. CLAY. Thank you for that response. And my time is up. I
want to thank the entire panel for your testimony today. You have
certainly shed some light on this important subject.

I want to also thank my constituents and those in the audience.
I would love to hear from all of you here by e-mail, telephone, let-
ter, and even verbally on your thoughts on health IT so that we
can address it in a very adequate way that may relieve some of
your fears, if you have fears, about the subject. And again, I want
to also thank the chairman, Jon Porter, for being here and the en-
tire staff of the government. Thank you very much.

Mr. PORTER. Thank you. And I think your last question summa-
rized it really quite well. No. 1, we want to save money.
Healthcare—we want to continue to have the best in the world, but
we also want every man, woman and child to have access so it is
not a have-and-have-nots issue. And that’s why we are also work-
ing on some technology for Medicaid recipients. That’s critical with
some projects. We have $150 million I think we approved this year
to help in Medicaid so everyone can have access to health tech-
nology. And I think some of the Medicaid recipients probably need
as much as anyone because of the moving around and different
communities. We want to make sure that information is available.
As we want to save money, we also want to make sure that people
have ownership over their healthcare. I think with ownership we
are going to have far fewer health problems. We are going to be
more proactive. And I think it is important to mention, it will save
lives. 700,000 injuries related to healthcare accidents from im-
proper prescription to information and close to 80 or 90,000 lives.

So we know what the problem is. I think what we have to find
is a solution to the privacy issue, has to be done sooner, it has to
be done fast. Delivery, we have so many test projects around the
country, I think it is a time that we can stop testing things, stop
talking about things and that’s part of the reason that Lacy and
I are here today. We want to take action, find solutions. Again,
there is the Katrina example, Blue Cross/Blue Shield, there is in-
surance carriers and there is Barnes-Jewish and there is HCA in
Nevada. So I think really, Mr. Powner, you said it well, we need
a very defined mission and goal and we need to get the job done;
a clear vision. That’s why we are here today. So I thank again, Mr.
Clay, you and your staff for your hospitality. I think that this is
a first-class facility here at the university. Thank you to the folks
at Washington University. To the witnesses, thank you for travel-
ing, those that did. And to students that are here today, we need
your help as we move forward. And one other individual I want to
thank, Frank Taylor, where did he go? Frank, thanks.

So with that, the meeting is adjourned and the members of the
committee will have additional time to submit their questions and
we will be forwarding some to you as witnesses. Thank you all very
much for being here. The meeting is adjourned.

[Whereupon, at 2:38 p.m., the subcommittee was adjourned.]

[Additional information submitted for the hearing record follows:]
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Thank you for inviting me to testify today on some of the health information technology
activities underway in the Department of Health and Human Services. Iregret that [ am unable

to appear in person, but am pleased to submit the following statement for the hearing record.

Setting the Context

On April 27, 2004, the President signed Executive Order 13335 announcing his commitment to
the promotion of health information technology (IT) to improve efficiency, reduce medical
errors, improve quality of care, and provide better information for patients and physicians. In
particular, the President called for widespread adoption of electronic health records (EHRs)
within 10 years so that health information will follow patients throughout their care in a scamless
and secure manner. Reaching this ambitious goal requires cooperation among Federal agencies
and Departments that play a role in advancing our understanding and use of health information
technology: coordination across all Federal HIT programs; and coordination with the private
sector. Toward those ends, the Secretary of Health and Human Services established within his
office the position of National Coordinator for Health Information Technology on May 6, 2004

to advance the President’s vision.

As my testimony will demonstrate, this approach is working. The Office of the National
Coordinator works closely with the Centers for Medicare and Medicaid Services (CMS), the
Department of Defense, the Department of Veterans Affairs, the Office of Personnel
Management (OPM), and multiple other agencies and departments to ensure synergy in our

efforts and avoid unnecessary duplication.
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On August 22, 2006, the President issued the Executive Order entitled "Promoting Quality and
Efficient Health Care in Federal Government Administered or Sponsored Health Care
Programs." This order will ensure that health care programs administered or sponsored by the
Federal Government promote quality and efficient delivery of health care through the use of
health information technology, transparency regarding health care quality and price, and better
incentives for program beneficiaries, enrollees, and providers. It further advances the movement
towards a modern health information system by directing that "As each agency implements,
acquires, or upgrades health information technology systems used for the direct exchange of
health information between agencies and with non-Federal entities, it shall utilize, where
available, health information technology systems and products that meet recognized

interoperability standards.”

On July 21, 2004, the Department published the “Strategic Framework: The Decade of Health
Information Technology: Delivering Consumer-centric and Information-rich Health Care.” The
Framework outlined an approach toward nationwide implementation of interoperable EHRs and
identified four major goals. These goals are: 1) inform clinical practice by accelerating the use
of EHRs, 2) interconnect clinicians so that they can exchange health information using advanced
and secure electronic communication, 3) personalize care with consumer-based health records
and better information for consumers, and 4) improve public health through advanced bio-
surveillance methods and streamlined collection of data for quality measurement and research.
Since that time, the Department has been further refining health [T objectives and strategies

while focusing on these goals and the clinical business, and technical foundations.
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The Clinical Foundation: Evidence of the Benefits of Health IT

We believe that health IT can save lives, improve care, and improve efficiency in our health
system. For example, five years ago, the Institute of Medicine (IOM) estimated that as many as
44,000 to 98,000 deaths occur each year as the result of medical errors. Health IT can help

contribute to reduced medical errors and improved quality.

Every primary care physician knows what a recent study in the Journal of the American Medical
Association (JAMA, February 2, 2005 —Vol. 293, No. 5) showed: that clinical information is
frequently missing at the point of care, and that this missing information can be harmful to
patients. That study also showed that clinical information was less likely to be missing in
practices that had full electronic records systems. Patients know this too and are taking matters
into their own hands. A recent survey by AHRQ with the Kaiser Family Foundation and the
Harvard School of Public Health found that nearly 1 in 3 people say that they or a family
member have created their own set of medical records to ensure that their health care providers

have all of their medical information.

Business Foundation: The Health IT Leadership Panel Report

Recognizing that the healthcare sector lags behind most other industries in its investment in IT,
HHS employed a contractor, the Lewin Group, to convene a Health IT Leadership Panel to help
understand how IT has transformed other industries and how, based upon their experiences, it
can transform the health care industry. The 9 CEO's comprising the Leadership Panel came to
the conclusion that the Federal government should act as leader, catalyst, and convener of the

nation’s health information technology effort. Private sector purchasers and health care
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organizations can and should collaborate alongside the Federal government to drive adoption of
health IT. In addition, the Leadership Panel members recognized that widespread health IT
adoption may not succeed without buy-in from the public as health care consumer. In response
to the Leadership Panel report, and in an effort to proactively build support for HHS initiatives,
the Secretary has been meeting with major employers throughout the country. To date the
Secretary has met with 21 of the top 100 employers in the nation and is obtaining their support to
join the Federal government in promoting health IT, especially through the highlighted activities

outhined in the President’s recent Executive Order 13410,

The Technical Foundation: Public Input Solicited on Nationwide Network

HHS published a Request for Information (RFI) in November 2004 that solicited public input
about whether and how a Nationwide Health Information Network (NHIN) could be developed.
This RFI asked key questions to guide our understanding around the organization and business
framework, legal and regulatory issues, management and operational considerations, standards

and policies for interoperability, and other considerations.

Over 500 responses to the RFI were received. These responses yielded rich insights on how a
National Health Information Network based on interoperability of health information exchange
could be developed to realize our goal of improving the safety, quality and efficiency of care.
Clear themes that emerged from this wide group of stakeholders include:

» A NHIN should be a decentralized architecture built using the Internet, linked by uniform

communications and a software framework of open standards and policies.
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s A NHIN should reflect the interests of all stakeholders with a governance entity composed
of public and private stakeholders to oversee the determination of standards and policies.

* A key challenge will be the provision of sufficient safeguards to protect the privacy of
personal health information. Others include the need for additional and better refined
standards; accurately verifying patients’ identity; and addressing discordant inter- and
intra-state laws regarding health information exchange.

* Incentives may be needed to accelerate the deployment and adoption of a NHIN.

= Existing technologies, federal leadership, and certification of EHRs will be the critical

enablers of a NHIN.

Departmental Action

Two critical challenges to realizing the President’s vision for health IT are now being addressed:
a) interoperability and electronic portability of health information using information technology
and b} electronic health record adoption. Further, the gap in EHR adoption between large
hospitals and small hospitals, between large and small physician practices, and among other
healthcare providers must also be addressed. This adoption gap has the potential to shift the
market in favor of large players who can afford these technologies, and can create differential

health treatments and quality, resulting in a quality gap.

These challenges are being met by key actions currently underway in the ONC: harmonizing
health information technology standards; promoting the certification of health IT products to
assure consistency with standards; addressing variations in privacy and security policies that can

pose challenges to interoperability; and developing a prototype, nationwide, Internet-based
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architecture for sharing of electronic health information. These efforts are inter-related, and
Secretary Leavitt’s Federal advisory committee, the American Health Information Community,
is charged with making recommendations on actions necessary to accelerate Health IT adoption

and interoperability.

American Health Information Community

On July 14, 2003, Secretary Leavitt announced the formation of the American Health
Information Community {the Community), a national public-private collaboration formed
pursuant to the Federal Advisory Committee Act. The Community has been formed to facilitate
the transition to interoperable electronic health systems through a market-based approach. The
Community is providing input and recommendations to the Secretary on use of common
standards and how interoperability among Health IT systems can be achieved while assuring that
the privacy and security of health information is protected. On September 13, 2005, Secretary
Leavitt named the Community’s 17 members, including nine members from the public sector

and eight members from the private sector.

At its November 29, 2005 meeting, the Community formed workgroups that were charged to
make recommendations for specific achievable near-term results in the following “breakthrough”
areas:
» Consumer Empowerment - Make available a consumer-directed and secure electronic
record of health care registration information and a medication history for patients.
s Chronic Care - Allow the widespread use of secure messaging, as appropriate, as a means

of communication between doctors and patients about care delivery.
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o FElectronic Health Records - Create an electronic health record that includes laboratory
results and interpretations, that is standardized, widely available and secure.

s Biosurveillance - Enable the transfer of standardized and anonymized health data from
the point of health care delivery to authorized public health agencies within 24 hours of
its collection.

During the August AHIC meeting, a new workgroup was formed. The first meeting of the
Confidentiality, Privacy, and Security workgroup was on August 21, 2006. This workgroup will
make recommendations on confidentiality, privacy, and security issues related to the other
workgroups’ activities. The first issues that will be discussed are identity proofing and user

authentication.

Health Information Technology Processes
In addition to the formation of the Community, HHS through ONC has issued contracts for key
processes, the outputs of which may serve as inputs for the Community’s consideration.

Specifically, these contracts focus on the following major areas:

Standards Harmonization. HHS awarded a contract to the American National Standards
Institute, a non-profit organization that administers and coordinates the U.S. voluntary
standardization activities, to convene the Health Information Technology Standards Panel
(HITSP). The HITSP brings together U.S. standards development organizations and other
stakeholders. The HITSP is developing and implementing a harmonization process for achieving
a widely accepted and useful set of health IT standards that will support interoperability among

health care software applications, particularly EHRs.
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To improve coordination and specificity in setting standards, a process was implemented where
standards are identified and developed specific to real-world scenarios, or “use cases.” As of
March 2006, we have three common use cases for the standards harmonization process, which
will also be used in the other contracts discussed below. In May 2006, the HITSP proposed
"named standards” for the three use cases and is now developing interoperability specifications

for each.

Compliance Certification. HHS awarded a contract to the Certification Commission for Health
Information Technology (CCHIT) to develop criteria and evaluation processes for certifying
EHRs and the infrastructure or network components through which they interoperate. CCHIT is
a private, non-profit organization established to develop an efficient, credible, and sustainable
mechanism for certifying commercial health care information technology products. The contract,
currently scheduled for a three-year period, will address three areas of certification: ambulatory
electronic health records, inpatient electronic health records, and the infrastructure components

through which they could interoperate

The CCHIT has made significant progress regarding the certification of commercial ambulatory
electronic health records. In February 2006, CCHIT began using its final criteria to conduct
ambulatory electronic health record certification pilot tests and has been accepting applications
for operational certification as of March 2006. At this point there are more than twenty-two
ambulatory EHR products that are CCHIT certified based on testing against CCHIT’s published

criteria. Now that this first successful phase of certification is complete, CCHIT is shifting into a



92

quarterly application/certification process. Certification will help buyers of health IT determine

whether products meet minimum requirements.

NHIN Architecture. HHS has awarded contracts totaling $18.6 million to four consortia of
health care and health information technology organizations to develop prototype architectures
for the Nationwide Health Information Network (NHIN). The four consortia will move the
nation toward the President’s goal of personal electronic health records by creating a usable
architecture for health care information. The NHIN architecture will be coordinated with the
work of the Federal Health Architecture and other interrelated infrastructure projects. The goal
is to develop real solutions for nationwide health information exchange by stimulating the
market through a collaborative process and the development of network functions. In June 2006,
the contractors submitted over 1200 proposed functional requirements for the NHIN to HHS.
There was a public forum to discuss these functional requirements and receive broad public
input. The National Committee on Vital and Health Statistics is working to develop an initial set

of minimal functional requirements for the NHIN activity based on this input.

Security and Privacy. HHS awarded a contract to RTI International working with the National
Governors Association Center for Best Practices to form the Health Information Security and
Privacy Collaboration (HISPC). Through this contract, healthcare stakeholders, including
consumers, within and across 34 states and territories will assess variations in organization-level
business policies and State laws that affect electronic health information exchange; identify and

propose practical solutions for addressing such variation that will comply with privacy and
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security requirements in applicable Federal and State laws; and develop detailed plans to

implement identified solutions.

All State and territory governors were invited to submit, or have a designee submit, a proposal
for participation. States and territories that participate in the HISPC will be required to
undertake certain activities that include: examining privacy and security policies and business
practices regarding electronic health information exchange; convening and working closely with
a wide range of stakeholders in the State, including consumers, to identity best practices, barriers
and solutions; and developing an implementation plan for solutions to address organization-level
business practices and State laws that affect privacy and security practices for interoperable

health information exchange.

In the next six months, state consortia will produce an interim assessment of current privacy and
security variations. To do this, state subcontractors will form collaborative workgroups to define
this preliminary landscape. State solutions and implementation plans under this contract will be

finalized in carly 2007.

EHR Adoption Study

To assess progress toward the President’s goal for EHR adoption, we must be able to measure
the rate of adoption across relevant care settings. To date, several health care surveys have
queried health care providers such as individual physicians, physician group practices,
community health centers, and hospitals on their use of EHRs in an effort to estimate an overall

“EHR adoption rate.” These surveys indicate an adoption gap; however, the surveys and what

10
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they have measured have varied. These variations occur from survey factors such as the type of
entity, geography, provider size, type of health information technology deployed, how an EHR is
defined, the survey sampling frame methodology (e.g., the source list of physicians), and survey

data collection method (i.e., phone interview, mail questionnaire, internet questionnaire, etc.).

Due to the variations in the purpose and approach, these surveys have yielded varying methods
of EHR adoption measurement. In particular, no single approach yields a reliable and robust
long-term indicator of the adoption of interoperable EHRs that could be used for (1) bench
marking progress towards meeting the President’s EHR goal and (2) informing Federal policy
decisions that would catalyze progress towards reaching this goal. Therefore, HHS awarded a
contract to the George Washington University and Massachusetts General Hospital Harvard
Institute for Health Policy to support the Health IT Adoption Initiative. The new initiative is
aimed at better characterizing and measuring the state of EHR adoption and determining the

effectiveness of policies to accelerate adoption of EHRs and interoperability.

Federal Health Architecture

Now that HHS has established an infrastructure to address standards harmonization, compliance
certification, nationwide health information network architecture, security and privacy, and EHR
adoption measurement through its contracts, there is a need to gain the Federal perspective in
these and other Federal health information technology areas. To accomplish this, we are looking
to the Federal Health Architecture (FHA), an HHS managed initiative, established on March 22,
2004 as a Federal line of business. As of March 2006, FHA has been realigned to ensure that the

initiative is consistent with the President's Health IT initiative, and so that interoperability can

11
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exist within and between the public and private sector. FHA will achieve this refined vision by
providing input into the established infrastructure, guidance for implementation within the

Federal agencies, and mechanisms for accountability.

Stark and Anti-Kickback

Regulations that support adoption of e-prescribing and electronic health records were proposed
last October. CMS proposed to create exceptions to the “physician self-referral” law to allow
hospitals and certain health care organizations to furnish hardware, software, and related training
services to physicians for e-prescribing and software and related training services for electronic
health records, particularly when the support involves systems that are “interoperable” and thus
can exchange information effectively and securely among health care providers.

In a parallel action, the OIG announced proposed safe harbors for arrangements involving the
donation of technology for e-prescribing and electronic health records. Arrangements for the
provision of items and services that meet the requirements of the safe harbors would be exempt
from enforcement action under the Federal anti-kickback statute. In August 2006, HHS released
final rules for both exceptions and safe harbors. Accompanying these rules were two guidance

documents, both posted on the ONC website at www.hhs.gov/healthit. The first identifies

Secretarially recognized criteria for ambulatory EHRs and second serves as interim guidance
regarding the process an organization can follow in order to apply to be considered a recognized

certification body in accordance with two final rules.

12
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Interoperable HIT as a Foundation for other Initiatives

The Department recognizes that interoperable health [T is critical in not only transforming how
care may be delivered, but also in informing patients and other consumers about costs of care,
and some aspects of its quality. Innovative incentive programs such as value-based purchasing

could benefit from high fidelity reliable, information being available.

Conclusion

Thank you for the opportunity to update you on the progress we are making in the area of health
information technology. HHS, under Secretary Leavitt’s leadership, is giving the highest priority
to fulfilling the President’s commitment to promote widespread adoption of interoperable

electronic health records, and it is a privilege to be a part of this transformation.
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